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= Daniel Nashed

Nash!Com — German IBM® Business Partner/ISV

- Member of The Penumbra group -- an international consortium of
selected Business Partners pooling their talent and resources

- focused on Cross-Platform C-API, IBM® Domino® Infrastructure,
Administration, Integration, Troubleshooting and IBM® Traveler

- Platform Focus: Microsoft® Windows® 32/64, Linux® and IBM AIX®

- Author of the Domino on Linux®/UNIX® Start Script
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Show and Tell Migrate to Traveler HA
- Install IBM® DB2® 10.1 and configure database
- Migrate Servers into Traveler HA Pool
- “Load-Balancer” Scenarios
- Migration Scenarios

Administration, Best Practices, Tuning

Q&A

Connect2014




Traveler Standalone

Works great and very stable
- Many customers are still running in standalone mode

Single Server can handle around 2000 devices
- Sizing is always done on the number of connected devices not users
- Be aware that sizing should always take into account if users have multiple devices!

Uses a local state db (Derby based — “traveler/ntsdb” folder)
- Local database would not work for a “distributed” service like Traveler HA

Availability of Traveler is good
- Usually longest downtime is for Traveler update
- And you should also plan a regular downtime for local derby database defragmentation
« Can take hours for large Traveler servers if you have no regular defragmentation
* Not needed any more once you moved to Traveler HA
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Why migrate to Traveler HA?
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True High Availability solution
- Multiple separate Traveler Servers in a “pool”

Less “downtime” because Traveler HA servers can be migrated server by server
- Other servers in the pool handle the requests
- Individual servers are updated but the service “Traveler” is available

Higher scalability
- Traveler Pool can handle up to 10000 devices
- Single URL for all devices in a Traveler pool pointing to a central “Load-Balancer”

Also allows consolidation of multiple smaller Traveler servers
- Without reconfiguring devices!

Connect2014




Requirements for Traveler HA

Licensing

- Unless licensed via CEO (Complete Enterprise Option) or Domino Express license
you have to license the Domino Server which hosts your Traveler Server

- Mail-Server License for Traveler standalone
- Enterprise Server License for Traveler HA

Multiple physical or virtual Traveler Servers
- Works well also for larger Traveler servers in VMware® ESX® server environments
« Take care on licensing in virtual environments

Relational Database
- IBM® DB2® Workgroup Limited Use is included in the Domino Enterprise Server license
- Microsoft® SQL Server® needs separate license

Load-Balancer
- You will need a “Load-Balancer” in front of your Traveler Servers to handle the requests
Connect2014
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Migrating to the latest Traveler Version

= Traveler HA is available since 8.5.3 UP1
- But you should migrate to the most current Traveler Version if you can
- If not at least upgrade to the latest 8.5.3 UP2 fixpack

= Current Version: Traveler 9.0.1 IF2
- Requires the underlying Domino Server on the same version

Be aware that Domino 9.x has different Platform requirements
* No support for Windows 2003 but support for Windows 2012 (R2)
* Only supports SLES® 11 and RHEL® 6

Brings the local state database to the latest schema level
Has most current code for migrating to HA mode with remote DB2/SQL Server DB

Traveler 9.0.1 is the best supported version
* You should always stay up to date with your Traveler servers (install the latest fixes)
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Latest Changes in Traveler 9.0.1

= Current Version 9.0.1 IF2

= Device Support

- BlackBerry® 10 device support — yes we see customers deploying BB10 in production

- Microsoft® Windows Phone® 7.5, 7.8, 8 device support

- Microsoft® Windows RT® /Windows 8® Pro tablet support
« Mail, Contacts and Calendar using the built-in Exchange account

- Deprecated support for Microsoft Mobile and Nokia® Symbian® device clients
« If you have an existing installation the client applications are not removed when updated
« But new installations do not ship the client installers any more

= Adaptive Initial Sync
- First sync will only have current data
- Throttled full sync for all new devices depending on server load
- Important when you add many devices at the same time or in disaster recovery scenarios

¢ Connect2014




Classical Traveler Infrastructure
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Traveler Stand-Alone Changes introduce with 8.5.3 UP1

Before Traveler used a local XML File for configuration (NTSConfig.XML)
- Now all “NTS” settings are located in notes.ini (prefixed NTS )
« Automatically migrated from XML File when you install a newer version
- Important for Traveler HA to be able to have the same configuration on all Traveler servers
* You can use a group to assign a Config Document with notes.ini settings for all servers

New “OSGI Servlet” replaces Servlet
- Traveler URL changes from /servlet/traveler to /traveler
» Installer automatically creates redirection rule

* You should use new URL for new devices and keep the old URL for existing devices
- You can disable the Servlet engine in the Domino Tab

= New web administration interface (XPages based)
- Optional for Traveler stand-alone, required for Traveler HA — more details later
- Domino Upgrade Pack 1 is automatically installed with Traveler installer
- Domino 9 contains all components — no “Upgrade Pack” needed — smaller installer

o Connect2014




Show and Tell Environment
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Migration-Scenario
- Already installed Traveler Server 9.0.1 with some devices
- We will quickly install a Traveler server on Windows and Linux

Windows 2008 R2 Server
- Running Domino 9.0.1 and Traveler 9.0.1 64bit
- Running DB2 10.1 64bit
- IBM Data Studio 4.1

- In production you should always install DB2 on a separate machine

SLES 11 SP2
- Running Domino 9.0.1 and Traveler 9.0.1 64bit
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High Availability Scenario
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Traveler HA

= Pool of two or more servers
- All Traveler servers in the pool have the same configuration and share the same relational state DB

= All Traveler servers talk to each other
- Relational database and Traveler Server should be located in the same “local”’ network
« Low latency connection required

- Only one Traveler servertask in the pool holds the back-end session for a user
 Back-end Session communicates with Mail Server for all devices of the same user
- Session will be established on most available server

 (OSGI Servlet of one Server talks to Traveler Servertask on all Traveler servers in the pool

- All front-end servlets communicate with the same back-end session independent which
front-end servlet will receive a request

- Important: Required Ports between all Servers: TCP 50125 and 50126

» Connect2014




Migration Scenario

Already installed Traveler Server with existing users
- | copied the Derby state-db from my production server to my lab machine
« Deleted LotusTraveler.nsf, replaced traveler/ntsdb
- First start will re-create LotusTraveler.nsf from ntsdb
- LotusTraveler.nsf is only the front-end representation of the back-end data in state db

= Updated Traveler to the latest and greatest release
- Just run the installer — works the same on Windows and Linux
« Tip: Linux offers a response file based silent command line install
- You can save the response file and use it for updates
- Very fast way to install/update the server

We will migrate the server from stand-alone to HA mode
- And introduce a Linux based server to the pool

+ Connect2014




Traveler Installation
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Traveler Installation
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Installation is straight forward
- Installer will make all changes for you
- Shutdown Domino server first

Installation steps

- Installs all components
« Servertask, OSGI Servlet, NTF Files

- Adds some configuration parameters NTS *

- Changes Server home URL to /traveler

- Creates redirect for /servlet/traveler to /traveler

- Overwrite for authentication for Traveler URL /traveler
- Sets External Server URL

- Adds Traveler to the Servertasks= entry

Connect2014




Extract downloaded ZIP

[l
‘CK) | . = Computer - Local Disk (C:) ~ software - - ml Search software E‘
Organize ~ Open ~  MNew folder = o+ 0 @
< Favorites MName ~ Date modified | Size | |
P Desktop CJ) DB2_10_limit=d_CD_Win_x86-64 27.12.2013 12:43 588,250 KB
4 Dowrloads BV t5MIM_win32 16.08.2013 12:44 128,439 KB

2l Recent Places

(@ traveler_s01_IF2_Win

x - 17.12.2013 06:33
7 Libraries

@ Documents
as Music
[E=] Pictures

BE videos
1M Computer

“ﬂ Network

NOTES_TRAVELER_9.0.1_WIN_ML Date modified: 29.10.2013 09:25

| zip Archive Size: 167 MB

zip Archive

Date created: 27.12,2013 16:07

171.299 KB

o] % &[S @
» Connect2014
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Extract to same folder




Start Installation

T 5 o = [nvoke “Traveler901.exe”
Recyde Bin__ Mozilla Firefox Services _ Run as administrator

16.88.2013 11:44 131.572.152 IBM in32.exe
27.18.2813 8%:25 175.334.618 NOTE! RAVELER_?.8.1_UWIN_HL.=zip
17.12.2813 B6:33 175.4A9 .468 Traveler_9@1_IF2_Win_zip

4 Fileds> 1.391.894_462 hytes

2 Dir<s> 25.140.416.512 hytes free

C:ssoftwarerstart

C:nsof tware >dir
Uolume in drive C has no lahel.
Uolume Serial Mumber is SEA1-7C8D

Directory of C:software

31 <DIR>
<DIR>
989.578.240 DB2_1@ 1m1ted _CD_Yin_x86-64.exe
131.572.152 IBMIM win32.e
175.334.618 NOTES TRHUELER _?.8.1_UIN_ML.zip
175.847.984 Traveler?8l.exe
175.409 .468 Traveler 981 _IF2 Win.=zip
‘5 File¢s> 1.567.742.446 hytes
2 Dirds» 24.964.567.048 bytes free

C:wsof tware >Traveler?@l.exe

f_'start| 3‘,5 E _;:T_J e A [ ol 27.212.02‘::13'
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Installing

Vv 2 & = Installation is based on
“InstallAnyware”

Recyde Bin  Mozilla Firefox

_
A

T Installsrywhere is preparing to install...
T Beaming P = .
IEM Domino 1 ] .._.l Extracting...
Col

]

IBM Domina 2

[C] 2012 Flexera Software LLC.

ool B & - @ @B
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Select Language

= Language is not just the
installer language!

= Chose the language used for
LotusTraveler.nsf
- | would always chose “English”

Notes. Traveler 9

.0 Connect2014



Welcome Screen

= Press “Next” to continue

Welcome to Notes Traveler, the Domino mobile gateway.

Itis recommended that you shutdown the Domino Server before
continuing.
IBM Domino 1
Select Next to continue.
Select Cancel to exit the installer.

Select View Information Site to read the product documentation.

View Information Site

Install&mpwhere

Cancel | Erevious |

ool A b @ M

.+ Connect2014
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License Agreement

= Accept License Agreement
3in - Mozilla Firefox i

= Press “Next” to continue

Please read the following license agreement carefully.

International Program License Agreement ﬂ

Part 1 - General Terms
IEM Domino 1 [
BY DOWNLOADING, INSTALLING, COPYING,
ACCESSING, CLICKING ON AN "ARCCEPT" BUTTON,
(OR OTHERWISE USING THE PROGRAM, LICENSEE
AGREES TO THE TERMS OF THIS AGREEMENT. IF
YOU ARE ACCEPTING THESE TERMS ON BEHALF OF
LICENSEE, YOU REPRESENT AND WARRANT THAT

i e

¥ Iaccept the terms in the license agreement.

{~ Idonot accept the terms in the license agreement.

Print |
Install&mpwhere
Cancel | Previous |

ol B b @ W[E

> Connect2014
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Domino Program Directory

v &
Recyde

R Bin  Mozilla Firefox

Please enter the program directory where you installed your
Domino Server.

Program Directory

IEM Domino 1 [
IC:\,Ioms\domino Browse |

]

Install&mpwhere

Cancel | Previous |

v B - @ B T

s Connect2014

Specify IBM Domino Progam
Directory

- Suggested Directory should
match

Press “Next” to continue




Domino Data Directory

«< IBM Notes Traveler 9.0.1.0
R ‘

L
IEM Domino 1 [ '

Directories for Domino Partitioned Environment

]

IEM Domino 2 T

1 | >

Replace =Motes.ini notfound in path, specify...= with a directory
containing notes.ini file.

Install&mpwhere

Cancel | Previous | Mext

v B - @ B T

.. Connect2014

Specify IBM Domino Data
Directory

- Suggested Directory should
match

Press “Next” to continue




Set Traveler Homepage

oD

Recyde Bin  Mozilla Firefox Services
«< IBM Notes Traveler 9.0.1.0 = =11

AL 2

¥ Setuser home page as default website for this server.

The Motes Traveler user home page is a useful starting place for
e users. It provides status information, links to client software and
IEM Domino 1 T

user management.

]

IBMDomino 2 T Note: The user home page will not be set to default until Notes

Traveler is started for the firsttime. Until then, the user home
page can be accessed at: hitpiii<hostname=ftraveler

Install&mpwhere

Cancel | Previous | Mext

el % @ D@ EEE R i

s Connect2014

Enable “Set user home page as
default for this server”

- Useful when user should use the
self service page

 /serveler

Press “Next” to continue




Configure Client Connection URL

Bin  Mozilla Firefox

«< IBM Notes Traveler 9.0.1.0

¥

Configure the Client Connection URL

The External Server URL is the fully qualified URL that Notes
Traveler clients use to connect to the Notes Traveler server. This
URL is either the address ofthis server or a proxy server. Ifthis
URL is currently unknown, it should be configured on the IBM
Traveler tab of the Domino server document |ater.

{~ Clients connect to this server directly
{* Clients connect to this server via a proxy
¢ Configure later

Install&mpwhere

Cancel | Previous |

E'aaﬁj‘

s Connect2014
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A H:b EI I]:b 27.12.2013 =

Select “Clients connect to this
server via proxy”

Press “Next” to continue




Connection URL

&k = Specify the external connection

Recyde Bin  Mozilla Firefox Services U RL used for the Se rve r

el - You can also specify it manually
\. J in the server doc / traveler tab

External Server URL

AT A This value shauld be the fully qualified URL to the Nates Traveler
'. senvlet, including https:# or hitp:if and any non-default port numbers.

= Press “Next” to continue

. Using hitps:/f is recommended but it requires that you first setup
IEM Domino 1
SS5L on the target server.
For example:
https:fimy travelerserver.comitraveler
éﬁ https:iimy travelerproxy.com:444 3ftraveler

IEM Domino 2 T

Ihth:ls} Jinsh-traveler-custer.nashcom. loc/traveler

Install&mpwhere

Cancel | Previous | Mext

21:15
A H:b EI I]:b 27.12.2013 =

ool % 0 @ @[

.7 Connect2014




Start Install

= Review pre-installation
summary
~' - Opps | added another partition ;-)
.
Motes Traveler version 9.0.1.0 build 201310151651 will be

\. ‘\ installed.
" » Press “Install” to continue with

Clotus\domino

Data Directories: the actual insta"

cldomino\data

E cldomino\data2
&

IEM Domino 2 I Setuser home page as default:
Yes

IBM Domino 1 T

Set external server URL as:
https:/insh-traveler-cluster.nashcom.loctraveler

Install&mpwhere

Cancel | Previous | i nstall i

21:17
A H:b EI I]:b 27.12.2013 =

ool % 0 @ @[
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Installation Completed

U o &
Recyde Bin  Mozilla Firefox Services

«< IBM Notes Traveler 9.0.1.0

¥

Installation completed successfully.

AL 2

'0 Motes Traveler will startthe next time Domino is started.

To start manually type LOAD TRAVELER in the Domino Consale.
See the Information Site for more details.

IBM Domino 1 T

The user home page can beviewed at: hitp:/i=hostname=ftraveler

éﬁ Mote: The Domine Webserver and Motes Traveler serviet must be
IEM Domino 2 [ running in order to view the user home page.

Install&mpwhere

Cancel | Erevious | Done

21:17
P ®h .

ool % 0 @ @[

2o Connect2014

Press “Done” to close the
installer

Traveler Server is no
installed/updated

Next server start will
automatically start Traveler




Install Traveler on Linux

= Either using the graphical installer
- Very similar steps to Windows install

=  Or run the command-line based installer
- Response file install
- Just set the install properties in “installer.properties”

« DOMINO_PROGRAM_DIRECTORY=/opt/ibm/domino/notes/latest/linux

« DOMINO_DATA DIRECTORY _1=/local/notesdata1

« DOMINO_NOTESINI_DIRECTORY_1=/local/notesdata1
 LINUX_USER_NAME=notes1

« NTS _WEBSITE_HOME=1

« NTS_SET_EXTERNAL_URL=https://nsh-traveler-cluster.nashcom.loc/traveler

- And run ./silentinstall as root

s Connect2014



./silentInstall
Notes Traveler 9.0.1.0 build 201311221344

Silent install started..

Notes Traveler version 9.0.1.0 build 201311221344 will be installed.
Program Directory:
/opt/ibm/domino/notes/latest/linux
Data Directory:
/local/notesdatal
Set user home page as default:
Yes
Linux user name: notesl
Linux group name: notes
Installing files..

Installation completed successfully.

Connect




Traveler Server Tab

=  Set Maximum Memory size at least to 1 Maimum Memory Size:
. . IPC Socket Ports: "50125 , "50126
GB as a startlng pOInt External Server URL: [ "https:Hns-traveIer-c\uster.nashcom.locJ]
- Usage should be monitored
. Access server [T users listed in all frusted directories
- More details later
I " TravelerUsers ;=]
Mot access server: T aE
= Set Group to allow only selected users i s T i
to access Traveler
- By Default every user with http password Logging Leve 7 “Informational e
can access via Traveler Sy Logging. e
Package Log Filter: P
Maximum File Size: "50,MB
= Disable “Port TCP Connections” el

-  Setitto0
- Not needed any more.

Basics ] Security] Ports... ] Server Tasks... ] Internet Protocols... ] MTAs.. ] Miscellaneous | Transa

Manitor Polling Interval:
Portfor TCP Connections:

" Subject; Location; Address; Phone Number

i - |

"3 seconds
ndefinite Detection =]
= :

- Old sync port for Nokia devices

Hearbeat Algorithm:

> GConnect2014




Traveler Internet Site Configuration

= Automatically created documents
- Internet Site
- Override Session Authentication — Basic Authentication for /traveler
- Redirects for old /servlet/traveler and ActiveSync requests

Add Internet Site... Create Global Web Settings Cleate Web S50 Configuration Edit Document

Site name

»nashcom-traveler

»Web Site: Auto Generated Internet Site Document for Web Protocol (DEFALULT SITE)
Rule (Override Session authentication): ftraveler®
Rule (substitution). /Microsoft-Server-ActiveSync® —= ftraveler/Microsoft-Server-ActiveSync™
Rule (substitution): [servietitraveler® —= firaveler®
Web S50 Configuration: LipaToken

s Gonnect2014




There have been issues with servers with multiple IPs
Traveler selects the first IP that is not assinged to a loopback adapter

You can control which one is used via notes.ini setting
-  NTS_HOST_IP_ADDR=192.168.100.161

Specially important for environments with multiple network-cards for external and
internal traffic

[Traveler—-InitConfig—12c8] Multiple host addresses were found:
[Traveler—InitConfig—12ci] 1?2 .168.188_158
[Traveler—InitConfig—12c8] 1?22 _168_1688_160

[Traveler—InitConfig—12ci] 1?22 .168.188_.161 <(Selected>
[Traveler—InitConfig—12c8] 122 _168_16868_162
[Traveler—InitConfig—12ci] Traveler 9.8.1.8 Build 201318151651

Connect ﬁ il




Start Traveler Server

35

Test Data for Traveler environment

- Copied data/traveler/ntsdb directory from my production environment before Traveler start
- Will create a new LotusTraveler.nsf if not present with data from state db
- LotusTraveler.nsf is “just” the external presentation for data in Derby state-db.

Start Domino
- Automatically starts Traveler servertask
- Traveler servertask by default starts or restarts HTTP task

This is the base for our Traveler demo environment
- We will migrate the Server to Traveler HA

Next step
- Install DB2 Server

Connect2014




Relational Database
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Requirements

= Remote DB2 or SQL Server database is required for Traveler HA
- Each Traveler “Pool” needs a separate Database

« Depending on your infrastructure and the size of your Traveler installation, license
requirements etc this is either a separate server or just another instance on an existing server

= Supported Versions for Traveler 9.x

- DB2 Workgroup / Enterprise Server Edition v10.1 and higher level fixpacks

- DB2 Workgroup Server Edition v10.1 and higher level fixpacks

- DB2 Workgroup / Enterprise Server Edition v9.7 fixpack 5 and higher level fixpacks
- Microsoft SQL Server Enterprise Edition 2008 (R2) SP1 CU1 or higher level fixpacks

-  64-bit version recommended for all installations

s> Gonnect2014



Software Download

38

Download 64bit Version of DB2 10.1 for your platform of choice
- Limited Use Traveler has a separate software download

IBM DB2 V10.1 - Limited Use for Notes Traveler V9.0.x Multiplatform Multilingual
eAssemny (CRM45ML)

IBM DB2 10.1 - Limited Use for Windows on AMD64 and Intel EM64T systems (x64) Multilingual
(CI6TYML)

- IBM DB2 10.1 - Limited Use for Linux on AMD64 and Intel EM64T systems (x64) Multilingual
(CleTQML)

- IBM DB2 10.1 - Limited Use for AIX Multilingual (CIGTTML)

We will install DB2 10.1 64Bit for Windows

Connect2014



DB2 Configuration and Sizing

= You should have always separate disk for
- Database
Transaction Log

= “Disk” means
- Separate Physical Disk on physical machine
Separate VMDK on ESX server
For a small environment separate disks might not be needed
« Butin a virtual environment it's not a big overhead and you should always have separate “disks”

This “Show and Tell” environment will use just a single disk with default disk configuration

More details about sizing the DB2 Server later in the session

s Connect2014



Unpack DB2 Install Files

v w2 B = DB2 Ships in Self-Extracting
Recyde Bin  Mozilla Firefox Services ZI P
- Unzip in directory

= Administrator: Command Prompt

C:nsoftware>DB2_18_limited_CD_Win_xB86-64.exe
C:nsoftware>DB2_18_limited_CD_Win_xB86-64.exe
C:nsof tware >

éﬁ WinZip Self-Extractor - DB2_10_limited_CD |

Ta unzip all files in this self-extractor file ta the Unzip

IEM Domingy hz
specified folder press the Unzip button.

Run Winip
Unzip to folder:

IE'\snftware\th{ Browse... | Cloze
o

V' Ovenwrite files without prompting About

IEM Doming
Help

e % @ 5@ D|@m|m R i

. Connect2014




Unzipped Install Files

= 3103 files extracted

Recyde Bin  Mozilla Firefox

-| Administrator: Command Prompt

C:nsoftware>DB2_18_limited_CD_Win_xB86-64.exe
C:nsoftware>DB2_18_limited_CD_Win_xB86-64.exe

WinZip Self-Extractor - DB2_
IBM Doming Ta un_zip all files in this self-extractor file ta the
R BEY \vinzZip Self-Extractor x|

Unzip to folde
IE'\snftware\ 3103 file(s) unzipped successfully

C:nsof tware >

v Ovenurite

IEM Doming

ol B @ 5 @ @ D HE PR .
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Begin Installation

= Run setup.exe
Recyde Bin  Mozilla Firefox /i . .
- Run as administrator

C:vsof twaresdb2 \WSERNimage >dir
Uolume in drive C has no label.
Uolume Serial Mumber is BEA1-7CBD

Directory of C:ssoftwaresdbZ2 UWSER“image

<DIR> -
<DIR> .-
IBM Doming) 27 aﬂ;“"““ .inf

<DIR>
561 .568 db2NewRegHKLM.txt
158.376 dbZpreregqcheck.exe
22.83%9 DB2preregs.xml
213.584 db2unins
6 2.883 db2unins.hat
IBM Doming 27.12.2813 ibm_im
. A4 .684.2812 5 145.488 setup.exe
? Fileds> 1.895.8685 hytes
4 Dirds> 23.586.811.9084 bytes free

C:vsof twarendb2 WSER~\image >setup.exe_

v % & 5 @ DG HEBG g

. Gonnect2014




DB2 Installer Welcome Screen

= Select “Install a Product”

Welcome

Welcome to DB2 Version 10.1

Release information

Setup Launchpad gives you access to all ofthe information that
' you need to install your DB2 products and features for Linux, LINEX,
and Windows operating systems. To access more information
aboutthe DB2 products available for installation or to perform an
Install Data Studio installation, select from t_hgtabs provided. You can Ie_am more
components about DB2 products by visiting the DB2 Product Family web page.

Upgrade information

Pre-installation planning ’ﬁi Welcome to IBM DB2 Workgroup Server Edition 10.1. The DB2
|
—

Install a Product

Exit Proceed through the topics highlighted in the left pane to install
your DB2 product, ensuring that you have carefully reviewed the
pre-installation planning and upgrade topics.

DB2 Product Family web page

{C) Copyright International Business Mschines Corporation, 1583, 2012.

This Program is licensed under the terms of the license agreement accompanying the Program. This
license agreement may be either located in a Program directory folder or library identified as License”
or "Mon_|BM_License’, if applicsble, or provided 3= 3 printed licenze agreement. Flease read this
agreement carefully before using the Program. By using the Program, you agres to these terms. |BM
and the |BM logo is a of regi of C Businzzs Machines
‘Corporation in the United States, other countries, or both. US Govemnment Users Restricted Rights -
Use, duplication or disclosure restricted by GSA ADP Schedule Contract with IBM Corp.

ol & & - @ & m|E|

s Connect2014




DB2 Installation

=  Press “Install New” button for
Welcome “DB2 Workgroup Server Edition

Welcome VerSiOn 10-1”

Install a Product

Release information
Click Install Mew to launch the DB2 Setup wizard for the desired
product and to install the productto a new location. If you want to

Upgrade information /' update, upgrade, or add features to an existing product, click Work

with Existing. You can also launch other product installations by

clicking Install for the corresponding product.

Pre-installation planning

Install Data Studio

components DB2 Workgroup Server Edition Version 10.1

Exit DB2 Workgroup Server Edition has the same base functionality of DB2
Enterprise Server Edition but with limits on the number of CPUs and amount of
memoary. DB2 Workgroup Server Edition is targeted to meet the needs of a
waorkgroup or medium-sized business environment.

IBM Data Server Client Version 10.1

The IBM Data Server Client is a collection of client application drivers and tools
for DB2 data servers. It provides support for running applications using
embedded SQL, ODBC, CLI, JDBC, SQLJ, NET, OLE DB, PHP, Ruby,
CLPPLus, and CLP interfaces. This client package is an alternative to the

v % & 2 @ 3| @M B G L0,
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Continue Installation Wizard

= Click “Next” to continue install

IBM DB2 10.1 for Linux, UNIX, and Windows

The DB2 Setup wizard will install DB2 Workgroup Server Edition on your computer, To continue, dick Next,

Licensed Materials - Property of IBM Corp.

@(C) Copyright, IBM Corp. and others, 1993, 2012, This Program is licensed under the terms of the license agreement
accompanying the Program, This license agreement may be either located in a Program directory folder or library identified as
'License' or 'Mon_IBM_License', if applicable, or provided as a printed license agreement. Please read this agreement carefully
before using the Program. By using the Program, you agree to these terms, IBM, the IBM logo, and ibm.com are trademarks
of International Business Machines Corp., registered in many jurisdictions worldwide, Other product and service names might
be trademarks of IBM or other companies. A current list of IBM trademarks is available on the Web at "Copyright and
trademark information™ at www.ibm.com/legal fcopytrade.shtml. Java and all Java-based trademarks and logos are
trademarks of COrade and/or its affiiates. US Government Users Restricted Rights - Use, duplication or disdosure restricted

by GSA ADP Schedule Contract with IEM Corp.
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License Agreement

- _
ii% DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1

Software License Agreement

Please read the following license agreement carefully.

IMPORTANT: READ CAREFULLY
Two license agreements are presented below.

1. IBM International License Agreement for Evaluation of Programs
2_IBM International Program License Agreement

If Licensee is obtaining the Program for purposes of productive use (other than evaluation, testing, trial
"try or buy," or demonstration): By clicking on the "Accept” button below, Licensee accepts the IBM
International Program License Agreement, without modification.

If Licensee is obtaining the Program for the purpose of evaluation, testing. trial "try or buy," or
demonstration (collectively, an "Evaluation”): By clicking on the "Accept” button below, Licensee
accepts both (i) the IBM International License Agreement for Evaluation of Programs (the "Evaluation =l

Read Non-1BM Terms:

' 1 accept both the I6M and the non-IBM terms,
I do not accept the terms in the license agreement.

Installshield
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Accept License Agreement

Press “Next” to continue




DB2 Installation Type

j = Select “Typical” installation

Select the installation type

= Press “Next” to continue

& Typical: Approximately 900 - 1300 MB

" Compact: Approximately 800 - 1100 MB

£ Custom: Approximately 600 - 1600 MB

rInformation about the installation type

The typical setup indudes basic database server function, database administration tools, and most product
features and functionality.

To add features for application development and other optional functionality later in the setup process, dick
Custom.

View Features...

Installshield
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Installation Response File Creation

=— -y oy
i'._% DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1

Select the installation, response file creation, or both

The DB2 Setup Wizard can install DB2 Workgroup Server Edition on this computer, create a response file
that you can use to install this product on a computer later, or both

" Install DB2 Workgroup Server Edition on this computer

" Save my installation settings in a response file

Mo software will be installed on this computer,

¥ Install DB2 Workaroup Server Edition on this computer and save my settings in a response file

Response file name  |C:\Users\Administrator \Documents\PROD_WSE.rsp - |

Installshield

< Back | Mext = I Cancel

s Connect2014
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Keep the selected response file
recording just in case

Press “Next” to continue




DB2 Target Directory

i-% DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1

Select the installation folder

The DB2 Setup wizard installs DB2 Workgroup Server Edition in the following folder. To select a different folder, dick
Change or type a directory.

Directory |C:\Program Files\IBM\SQLLIBY

Space required: 1522 MB

Installshield

)
1155
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Confirm the 64bit DB2 default
installation directory
- “C:\Program Files\IBM\SQLLIB”

Check required disk space

Press “Next” to continue




IBM SSH Server

i'._% DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1

Select the IBM SSH server installation folder and startup option
The IBM Secure Shell(S5H) server for Windows provides a secured platform to run commands from remote machines.

The DB2 setup wizard installs IBM S5H server in the following folder. To select a different folder, dick Change Directory or
type a directory

Directory |C:\Program Files\IBMIBM S5H Server’,

Change... |
Disk space... |

The IBM S5H server can be automatically started at the system startup, or it can be started manually from the Windows
services dialog.

Space required: 1522 MB

{+ Autostart the IBM S5H server at system startup.

Choose this option if you are installing S5H the first ime and have no other S5H servers on the system.

" Do not autostart the IBM S5H server.

Choose this option if you already have a third party S5H server running to avoid conflicts in your S5H settings. You
must start the I8M 55H server manually.

Installshield

< Back | Mext = I Cancel
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IBM SSH Server will be

installed by default for

administration purposes
- Keep the defaults

« Taget Directory and
Autostart

Press “Next” to continue




Account for DB2 Administration

L i-.a DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1
Recyde B
Set user information for the DB2 Administration Server

The DB2 Administration Server (DAS) runs on your computer to provide support required by the DB2 tools.
Spedify the required user information for the DAS.

It is highly recommended that you use a local user or domain user account instead of the LocalSystem account.
Further details are available by dicking Help.

* Local user or Domain user account

User information

Domain I Mone - use local user account

LEETETE |dbz2admin

Password

Confirm password

" LocalSystem account

¥ Use the same account for the remaining DE2 services

Installshield

< Back
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Let DB2 create a local/Domain
administration account
- User: db2admin

- Chose a password that meets
your windows password policy

Enable “Use the same account

for the remaining DB2
services”

Press “Next” to continue




DB2 Instance

- = Keep the default settings for
. Configure DB2 instances the instance “DB2”

The following instances will be created during installation. You can customize the configurations by dicking on
the Configure button.

=  Press “Next” to continue

DB2 Instances:

"ﬁ

r~Instance description

The default instance, DB2, stores application data.

Installshield
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DB2 Instance Configuration

N = Keep the default settings for
| Configure DB2 instances the database instance

DB2 instance configuration - DB2

The followin
the Configu  TCP/IF | Named Pipesl Startup I

S —— = By default the service port for
[ the first DB2 instance is 50000

€ Doratconfgre ot thstime - Keep the default port if you can

£+ Corfigure

= Check and confirm the settings

» Press “Next” to continue

Installshield
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Notification Server

i " You can configure a SMTP
set up notifications based notification server
‘fou can set up your DB2 server to automatically send e-mail or pager notifications to alert administrators when a

- Can be a Domino SMTP Server
database needs attention. The contact information is stored in the administration contact list. You need an

unauthenticated SMTP server to send these notifications. - S peCify I P ad d reSS
If you do not set up your DB2 server to send notifications at this time, the health alerts are still recorded in the Kee p “ Loca | ” ad m i n aCCOU nt LiSt

administration notification log.

IEM Doming [¥ Setup your DB2 server to send notifications.

=  Press “Next” to continue

Notification SMTP server |1gz,153, 100, 160

E I Administration contact list location

IBM Doming

% Local - Create a contact list on this computer

{~ Remote - Use an existing contact list on another DB2 server

Remote DE2 server

Installshield
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Notification Address

j = Specify Notification Address

Specify a contact for health monitor notification

By default, a health monitor runs on the DB2 instance you are setting up. When a health alert is generated, u P ress b N ext,, to co nti n u e

e-mail or pager notification will be sent to an administration contact whao is in the administration contact list.

Administration contact for this instance

% New contact

Name IDanieI Mashed

E-mail address |nsh @nashcom.lod]

I~ E-mail address is for a pager device
™ Defer this task until after installation is complete

Installshield
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DB2 Security Settings

L i-.a DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1
Recyde B
Enable operating system security for DB2 objects

Spedfy if you would like to enable operating system security for DB2 files, folders, registry keys, and other
objects on your computer. If you enable this security, operating system access to DB2 objects will be limited to
the groups specified below.

¥ Enable operating system security
Information on the DB2 administrators group and DB2 users group is available by dicking Help.

—DB2 administrators group

Domain INone - use local group j

Group name |DBZADMNS

—DB2 users group
Domain

ErErTEE |pB2USERS

Installshield

< Back | Mext = I
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Specify Admin and User group
for Accounts

If you are not inside a domain,
a local group is used

Keep the default names
- DB2ADMINS
- DB2USERS

Groups will be automatically
created

Press “Next” to continue




Installation Summary

[ |.¥ DBZS;t.up-DBZWokgroupServer Edition - DB2COPY1 L Check installation Summary

Start copying files and create response file

11 H H 7
The DB2 Setup wizard has enough information to create the response file and start copying the program files, u P ress F I n I s h

If you want to review or change any settings, dick Back. If you are satisfied with the settings, type the

response file name and dick Finish to begin copying files.

Current settings:

IEM Doming

Product to install: DB2 Workgroup Server Edition - DB2COPY1

Installation type: Typical

DB2 copy name: DB2COPY1
Set as default DBZ copy: Yes

Set as default IBM database client interface copy: Yes

Installshield

<gack  |[ Fmsh | cancel
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Setup Complete

- -y oy
ii% DB2 Setup - DB2 Workgroup Server Edition - DB2COPY1

= Setup is complete

DB2 Setup wizard has finished copying files to your computer and has completed
all the required system configuration tasks. Shut down all software programs
running on the system now. The programs can then be restarted and DB2 will be
ready for use. The install log is located in
C:\Users\Administrator\Documents\DB2LOG\DB2-WSE-Fri Dec 27 22_43_46
2013.log. Consult the log file to ensure that &l tasks completed successfully.

If you have not already done so, it is recommended that you complete the
post-install steps after installation,

Required steps:

“You have enabled DB2 extended Windows security.

“You must add DB2 users that need to run DB2 local

applications or tools to either the DB2 administrators
group or DB2 users group.

You can connect to the DB2 instance "DB2" using the
port number "50000", Record it for future reference.

Click Finish to exit the DB2 Setup wizard.

h:—_l
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Check the installation resulit

Click “Finish” to close the
installation wizard




Welcome Screen Part 1

= Welcome Message gives hints
how to start

yde Bin  Mozilla Fi

[N DB2 First Steps

First Steps gets you up and running guickly on IBM DB2 Version 10.1 for Linux, UNIX, and
tasks and tooling.

Check for Product Updates

Learn more about getting started with DB2 Version 10.1, with information fc
DB2 pureScale Feature, and migrating applications to DB2 V10.1.
Getting Started

Create a sample database to start working with DB2 v10.1.

Create sample database

t@ P Eh o,
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Welcome Screen Part 2

=  Welcome Screen references
new administration tool

[N DB2 First Steps

=
Create sample database

“IBM Data Studio”

il
g

| e o provides app 't install the IBM Dat
Download IE\I\."I Data. StLId.ID database management ajd application development tools. IBM Data Studio provides applice | | Do n I ns a e a a
developers with a single integrated development environment that can be used to create, deploy and debug data-centr
| applications. Built to extend the Eclipse framework and SQL model compeonents, it combines Eclipse technology and shz St d H f h
repository extensions for database development. u Io ro m e re
Download IBM Data Studio
Learn More About IBM Data Studio

= Download the latest version 4.1

ool & @ 2 @ D)) H
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IBM Data Studio

62

DB2 10.1 does not include “DB2 Control Center” any more
Replacement is the “IBM Data Studio”
- Free IBM tool to Create and Manage Databases — Not just for DB2

Product Page and Download
- http://www.ibm.com/software/products/en/data-studio
- http://lwww.ibm.com/developerworks/downloads/im/data/

We are using the full downloaded version
- Other option: IBM Install Manager which will download and install the current version for your

Connect2014



http://www.ibm.com/developerworks/downloads/im/data/

Install IBM Data Studio

= Check unpacked Installation
Recyde Bin  Mozilla Firefox fi Files

C:\softwarendata_studio>dir
(R ol AR RN - 279 = Run “setup.exe”
Directory of C:softwaresdata_studio .

- Run as admin

12,28.,2813 <DIR> R
LE 12,28.,2813 <DIR> .-
- e B O
! - 7287 is
S T <DIR> disk2
11112613 <DIR> documentation
11-11.-2813 H <DIR> enterprizeDeployment
12/28-,2813 <DIR> InstMgrRepositorydDE41

12-28-2813 <DIR> launchpad_non_admin
A5 /31,2013 189,280 setup.exe
IEM Domino #1111 2013 1.264 setup.ini
A5 /31,2013 213,856 setup_win?_nonadminb4.exe

LE 12/28,2813 <DIR> launchpad_admin
kd

1,273 setup_win?_nonadmin64.ini
5 486,678 hytes
9 Dirds> 21,273,145.344 hytes free

11112813

C:vsoftwaresdata_studio

10:04
A ":D EI uib 28.12.2013 =
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Select Install Options

0] = Select “Install Product”
IBM Data Studio Client with IBM DB2 Analytics Accelerator Studio

Welcome L PreSS “Insta"” for

Getting Started Installing the product

R —— “administrative installation”

Choose the appropriate method to install the product.
Exit
Launch administrative installation

The administrative installation allows you to install the product for all users of an
operating system. and in any folder of the file system. As the name suggests,

administrator rights are required for this type of installation.
Install....
Launch restricted installation

The restricted installation installs the product just for the user who is currently
logged in. Only this user will be able to use the product, and the product can only
be installed in a folder that this user has write access to. This method is available

for standard users without administrator rights.
Install....

) EEEE
«« Connect2014




Select Install Options

EIE
Install Packages Eﬂ

Select packages to install:

-

Installation Packages | Status | Vendor | License Key Type

=] @ IBM® Installation Manager

@_n Version 1.6.3 Will be installed IBM Mo key required

[[J 1BM Data Studio dient
@n Version 4,1.0.0 Will be installed IBM
=-0 @,} For Data Studio 4.1: IBM DB2 Analytics Accelerator Studio
Q12! version 4.1.0.0 IBM
4] |2

O show all versions Check for Other Versions, Fixes, and Extensions | —

Details
For Data Studio 4.1: IBM DB2 Analytics Accelerator Studio 4.1.0.0
Administration GUI for the IBM DB2 Analytics Accelerator More info... LI

| = Back I Next = || Inistall || Cancel |
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Only select
- “Install Data Studio Client”
- IBM Installation Manager

Press “Next” to continue




License Terms

eI

International Program License Agreement ﬂ

Install Packages

Read the following license agreements carefully.

Install Licenses Location Features summary

- IBM Data Studio dient

. |- IBM Data Studio dient

MNotices

[=]- IBM Installation Manager
‘... License Agreement

Part 1 - General Terms

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING OMN AN "ACCEPT" BUTTON, OR.
IOTHERWISE USING THE PROGRAM, LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
\WCCEPTING THESE TERMS OM BEHALF OF LICENSEE, YOU REPRESENT AND WARRANT THAT YOU HAVE FULL
IWITHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

* DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN "ACCEPT" BUTTON, OR LISE THE PROGRAM;
IAND

* PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND PROOF OF ENTITLEMENT TO THE PARTY
FROM WHOM IT WAS OBTAIMED FOR. A REFUND OF THE AMOUNT PAID. IF THE PROGRAM WAS
DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM.

1. Definitions

["Authorized Use™ - the spedified level at which Licensee is authorized to execute or run the Program. That level
may be measured by number of users, millions of service units ("MSUs"), Processor Value Units ("PVUs"), or
other level of use specdified by IBM.

["TBM" - International Business Machines Corporation or one of its subsidiaries.

[License Information™ ("LI") - a document that provides information and any additional terms spedific to a LI

® I accept the terms in the license agreements

O 1 do not accept the terms in the license agreements

@ [ <Bak [ met> ][ mel ][ concel

S
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Accept the License Terms

Press “Next” to continue




Target Directories

ISEIE
Install Packages Eﬂ

/1y Torunan application without administrative privileges on the Windows Server 2008 R.2 operating system, you mustinstall the application
package into a directory that is not virtualized. The Program Files directory on Windows Server 2008 R2 is virtualized.
To run an application with administrative privileges after it is installed, right-dlick the package, and dick "Run as administrator™.

Install Licenses Location Features Summary

When you install packages, files are stored in two locations:

|»

1) The shared resources directory - resources that can be shared by multiple packages.
5. 2) The installation directory - any resources that are unique to the package that you are installing.
i Ig
Important: You can only select the shared resources directory the first time you install a package with the IBM Instalation Manager. For
best results select the drive with the most available space because it must have adequate space for the shared resources of future

packages.

Shared Resources Directory: | C:\Program Files\IBM\SDPShared Browse...

Once installed, IBM Installation Manager will be used to install, update, modify, manage and uninstall your packages.

Installation Manager Directory: | C:'\Program Files (x86)1BM\Installation Manager\edipse Browse... 1.

Disk Space Information

Volume  Available Space

C 19.80 GB
=

@ [ <Back [ mextz |[ el |[ canedl ]

o % & 5 @ EO[O o
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Keep the default Traget
Directories

Press “Next” to continue




Disk Space and Architecture Selection

& 18M Installation Manager =] x|

= Keep the default 64bit
Install Packages 4 . .
/i Tarunan application without administrative privileges on the Windows Server 2008 R.2 operating system, you mustinstall the application ﬂ Arc h Itectu re Se Iectlo n
package into a directory that is not virtualized. The Program Files directory on Windows Server 2008 R2 is virtualized.

To run an application with administrative privileges after it is installed, right-dlick the package, and dick "Run as administrator™.

Install Licenses Location Features Summary

QO Use the existing package aroup

© s = Press “Next” to continue

e Group Name | Installation Directory | Architecture I
------ % IBM Data Studio C:\Program Files\jbm\D54.1.0 &4-bit

Package Group Mame: IBM Data Studio

Installation Directory: | C:'Program Files\jbm'D54. 1.0

Architecture Selection: ) 32-bit (& 64-bit

Details
Shared Resources Directory: C:\Program Files\IBM\SDPShared

Disk Space Information

Volume  Available Space

C 19.8068
@ [ <Bak [ met> ][ mel ][ concel
[oels Py 0%, m
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Language Selection

R :
- g = Select the Languages to install
Install Packages .:F .
Select the transiations to nstal ; : L] My Recommendation
Install Licenses Location Summary _ AIWayS Stay With Eng I iSh
Transiations - Translations often cause more
English [ &razilian Portuguese O czech O French O German 1 1
O Huigarian O 1talian ) O Japanese O korean O rolish ConfUSIon than bel ng hel prI
[ russian O simplified Chinese O spanish [ Traditional Chinese

=  Press “Next” to continue

| < Back I Next = || Inistall || Cancel

ol A & @ Q0 e

s Connect2014




Install Package Selection

== = Keep the default package
Install Packag.es ﬂ selection

Install Licenses Location Summary = — AI I P a Ckag es Wi I I be i n Sta I I e d
:feﬁ% IBM Data Studio dient 4. 1.0.0 I
Application Development . . .
imnststen - We are mainly interested in
Lo Query Tuning “ L H ”
= IBM® Instalation Manager 1.6.3 Ad m I n IStratI On
- Press “Next” to continue
O show dependendies | Expand All ” Collapse All | ‘ Restore Default |

¥z~ Selected by Installation Manager because of dependencies

Details

=

| <Back | Next> || Trstall || Cancel |
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Help System

SE
Install Packages :ﬂ
Fill in the configurations for the packages.
Install Licenses Location Summary

= @ Common Configurations Commen Configurations

..... % Help System Help System

Remote help for "IBM Data Studio dient” is avalable and is enabled by default. You can use remote help
the latest product documentation from the Web. If you work offine, you can download the help that yo
help system. You can also connect to a help system that is set up on your intranet server, If you install |
use remote help, the documentation for those packages is installed on your computer.,

After the installation, you can change how you access help by using the help preferences option in the
%  Access help from the Web

" Download help and access the content locally. Only limited help content is induded during installat
start the product, the complete online help is downloaded and installed provided that you have an
On subsequent startups, available updates to the help are downloaded and installed.

= Access help from a server on your intranet

Host: I

Port: I

Path: |

l | i

@ | < Back I Next = || Inistall || Cancel |
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Keep the default settings to
access help from web

Press “Next” to continue




Pre-Installation Summary

=2 a Check the Pre-Installation

Install Packages :ﬂ
Review the summary information. S u m m a ry
Install Licenses Location Features

Target Location - -
Package GroupName:  TBM Data Studio = Check Disk Requwements
Installation Directory: C:'Program Files\jbm'D54, 1.0

Shared Resources Directory: C:\Program Files\IBM\SDPShared
Packages

B Ty | = Press “Next” to continue

([ Application Development
~[[% Administration

Environment Disk Space Information
English Total Available Space
C: 19.80 GB

Total Download Size:  934.31MB
Total Installation Size: 1.22 GB

» Repository Information

©) [ <Bak [ wee- [ mswl ][ concel
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Installation Completed

&) 18M Installation Manager =12 x|

Install Packages :g

o The packages are installed. View Log File

The following package was installed:

= %, IBM Data Studio
[[) 1BM Data Studio dient 4.1,0.0

Installation Manager was successfully installed into: C:'\Program Files
(x86)\IBM\Installation Manager\edipse

Mote: If the packages support rollback, the temporary directory contains rollback
files for installed packages. You can delete the files on the Files for rollback
preference page.

"B G
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Check Installation Summary
Check Install Log

Press “Finish”




Launch “IBM Data Studio Client”

=  Select “Data Studio 4.1 Client”
from Start Menu

) Control Panel
)
g, Services
= Devices and Printers
i] IEM Domino 2
Administrative Tools 3
IBM Domino Console 2 e "
Data Studio 4.1.0.0 Client Frir.
4 All Programs
I |Search programs and files Log off >|

| a CH [l PG 00, -
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Workspace Selection

= |[BM Data Studio Client is
Eclipse based
- Needs a workspace directory

N— = Confirm default directory

Select a workspace

1BM Data Studio stores your projects in a folder called a workspace. = Yo u m ay a I s o set it as d efa u It

. Choose a workspace folder to use for this session. « .
] - Select “Use this as the default
and do not ask again”

1M Doming 2 IBM Software PUIEIREe Y= B Users \Administrator \IBM yrationalsdp yworkspace|
Launching, please wait ...

™ Use this as the default and do not ask again

=  Press “OK”

Licensed Materials - Property of IBM Corp. @ IBM Corporation and others 1987, 2013
BM logo are trademarks of IBM Corp. in the United States, other countries, or
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IBM Data Studio — Database Administration Perspective

=1

= Check out the DB

B Database Administration - Task Launcher - IBM Data Studio
File Edit Navigate Search Project Data Run Window Help

ARG e Er— Administration Screen

= 0

[Gh Administration E.. = B [5 Task Launcher 2
L0 e E e
=

Overview | Develop | Administer | Tune

Getting Started
g"' Connect and browse

Task Overview

- _ Design
? Tasks that are related to database modeling
and design. For example, creating or changing

— database tables.

< @

E Properties =] SOL Results ’E}:D Ee Y= 8
_Property | vaue

@“ Add connections in tl

= Impert connections |

Develop

Tasks that are related to developing database 2u Learn about the Eclig

| interface: Videos _lﬂ
»

annlircatinne Frr evamnle  rreatinn & atoes

eed| B @ 2 @ B[O e
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Two Methods Creating Database and Schema

s Connect2014

Automatic:

DB2 Server Administrator (DBA) creates empty database on DB2 Server

Database must use UTF 8 encoding for international character support

On startup, Notes Traveler creates/updates schema/tables/indexes, etc., as needed

Usually the best way but needs full permissions (admin) on the relational database

Traveler Server has full control on database instance, automatic update of schema/tables/indexes

Manual / Data Definition Language (DDL):

Provides an advanced option for DBA

DBA reviews, customizes DDLs shipped with Traveler, from folder <data>/traveler/cfg/db
Notes.ini NTS _AUTO_DB_SCHEMA-=false, tells Traveler not to alter schema

DBA executes DDLs against DB2 Server to generate schema/tables/indexes

New versions/fixpacks: DBA runs incremental DDL's to update schema

Full control for DBA, restricted rights for separate Traveler user (by default: LNTUSER)
Often used on larger DB2 installations with multiple instances




Create New Database and connect to DB2 Server

B Administer Databases -8 x|

File Edit Navigate Search Project Data Run Window Help

it - [ Activity: Administer Databases + &, | [ W‘ﬁ”ﬁ

[Gh Administration E.. = 8

=N i g] St =

-

I M
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[% Task Launcher 33 = 0

VDAY | Design | Develop | Administer | Tune

Getting Started

% Connect and browse

Task Overview

e Design

? Tasks that are related to database modeling
and design. For example, creating or changing

database tables.

@“ Add connections in tl

= Impert connections |

Develop
O\ || Tasks that are related to developing database 2u Learn about the Eclig

| o o For I = | interface: Videos hd
4 3

annlircatinne Frr evamnle  rreatinn & atoes

E Properties =] SOL Results ’E}:D Ee Y= 8
_Property | value |

11:36
Ay g

7o Connect2014

Click on “New Database
Wizard”




DB2 Instance Details

B Database Administration - Task Launcher - IBM Data Studio
File Edit Mavigsts Search Project Data Rum Window Help

=

B New Database o =] 53]

= B  Specify instance details

< fay = [% Activity: Administer Datzbases ~ [

[E) Administration Explorer
5§ [ % o B pwed ¥ | Instance connection succeeded
E-(= All Databases

-Ic

el
=
‘une | Monitor  preferes

B localhost

l H & Working Sets rInstance details (DB2 for Linux, UNIX, and Windows)

[ Host name: [localhost

Fort: | 50000

Instance name: | DB2
Instance version: |V10.1 =

User name: [ db2admin

Password: | ——

arted

nd browse a database

tctions in the web console
pnections from the web console
ut the Eclipse-based product
Videos

fand install the sample database
web-based help

{d in Data Studio

in Data Studio

|

@ | o |

® T =

Properties are not available.

ol B o L@
s Connect2014

[l r e 22, -

Specify Hosthame

- Localhost in my case because
IBM Data Studio is on same
machine

Specify our DB2 Instance Port
- Port: 50000

Specify our Instance Name
- “DB2’

Specify our Instance Version
- “V10.1”

Specify our Admin Account
“‘db2admin” + password

Press “Test connection”




Connection Succeeded

B Database Administration - Task Launcher -

ta Studio =] x|
File Edit Mavigate Search Project Data Run Window Help

_ =  Check if connection worked
rrere— {0

A e e I:INEwDatabasE ~1al x|
= Specify i details

Instance connection succeeded

(G4 Administration Explorer =1

- ST
== Al Databases

P “OK”
. OIS o - ress
-6 ot x e
(= Working Sets Hostnz
Port. @ Instance connection succeeded
ort:
Instanc

Started
Instanc

] | oo s = Press “Finish” to continue
User name: | dbaadin

nnections in the web console

Password: [

connections from the web console

pbout the Eclipse-based product
Ice: Videos

pad and install the sample database

hire web-based help
rted in Data Studio
new in Data Studio

v ] —
|

| | * Tasks that are related to monitoring databases I I | _'LI
Fl

[ Properties ] S0L Resulis

Properties are not available.

| i
0 items selected E
A e e e s

s Connect2014




New Database Information

B Database Administration - New database - IBM Data Studio

F:; Edltt1 Nawgatle Search Project Data Eiuf\@:ﬁmdow Help : u Specify Database Name
.‘ | = - “TRAVELER’

(G4 Administratio.. = 5 @}Task Launcher E3 New database I3

P Sewngs
B &0 S E Specify any additional settings to use. Click Run when you are done.

- <7 preview Command | {3 Run

E”B %ﬁ:zﬁ: W Specify the information for the new database u S peCify Database Locatio n

[ Working Sets

2. Storage

Zlock Enter the name for the database and talor the database to your requrements. - N 0] I Ocat I on means d efa u It

For Windows: 1f DB2_CREATE_DB_ON_PATH is not set or set to NO, the

database location can only be a letter drive. . .

T a— - In production you would specify a
Database location: t d- k

= separate dis

Alias:
Comment:

= Keep the default storage

st i s — settings

S T — g - In production your DBA might
optimize the settings

e | E15QL Results X%E|BER|F =0
IType query expression here Status
Status Operation Date | connection... | =
@ Faled CREATEDA... 12(28/1312... Notapplcable Failed to execute command, DAS returned the following error: sglcode=-22220
i — 0 < | ;Ij

v B @ W@ R
2 Connect2014




DB2 Locale

B Database Administration - New database - IBM Data Studio -8l
Fle Edit Navigate Search Project Data Run Window Help

| = Defaults meet our requirements
tir = [ Activity: Administer Databases + [, [5 ick Al HFM
- Code-Set: UTF-8
:e:;i;‘yg:n additional settings to use. Click Run when you are done. - Territory: US

L localhost <) preview Command 3 Run
= Working Sets

(G4 Administratio.. = 5 (%" Task Launcher E3 New database 33
BETE S Ex

=

- Country or region: default
-
L. Details Specify the locale for this database I
2. Storage
3. Locale e locale (teritory and code set] determines the set of characters that your database uses. Tt Slso determines how
different character strings are compared. L1] 11
= Press” Run” to create database
Country or region: |dafau\t j
Territory: [os
Code set: e T
Collating sequence
Select sort character sirings by using:
@ pefault The default collation sequence for the selected code set
O System The code set that is spedified above L
O Tdentity Their hexadedmal value =
Q Identity_18bit The compatibility encoding scheme for UTF-16: 8-bit spedifications (CESU-8)
O ucad00_no The Unicode Collation Algorigthm 4.0.0, with normalization on
Q) UCA400_LTH UCA400_NQ, but using the Royal Thai dictionary rules for the Thai characters
= Properties e = Y=g
Property | value |
T 1|
= — N pa N 12:44
f,‘start” i& E — a - (=) JDE|"PJE]'&* 28.12.2013

s Connect2014




DB2 Creation Successful

B Database Administration - New database - IBM Data Studio
File

Edit Navigate Search Project Data Run Window Help

o After a while the database has
fir = [ Activity: Administer Databases - T, | [5 Jouideaccess | @HFM
[Gh Administratio.. = O (%" Task Launcher 4 New database 3 = 0 been created
B &0 S E

-]

== All Databases
¢ B-H localhost
: @ soooo
(& Working Sets

=  Check status

~ Messages
rProgress
Start time: 12/28/2013, 12:51:15

Deployment status for the current command

Display in SOL Results wiew

v Succeeded CREATE DATABASE TRAVELER AUTOMATIC STORAGE YES ON 'c’ DBPATH ON e’

1]

B

|
Properties 1 SQL Results

x % | B | 5. T =
| Type query expression here

k= =}
Status
Status ation Date | connection... | -
v Succeec CREATE DA... 12/28/13 12... Not applicable

Query execution time => 46 5: 753 ms 2
- v Succeec CREATEDA... 12/28/1312... Not applicable j | id
4 » -| 4

=R EE 1l )

[ r e 22, -
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Check Database

B Database Ad

stration - TRAVELER - DB2 UDB V10.1 - IBM Data Studio =8 5‘

| = Click on Database Name in left
fir = [ Activity: Administer Databases - T, | [5 ick ] % . .
ow 8 Nowin navigation to expand database
@ © 0 T Bast Bt Som B | information
E-E localhost Connection Mame_| Host Name | Instance [ alias [ vendor [ version |

B-&

(G4 Administration Explorer = B8 Tas che & e [ TRAVELER 3

O | TRAVELER WIN-AB-TR-01 DB2 TRAVELER DB2 for Linux, ... | ¥10.1

{1 Change Plans
() Alisses

& g ;Efpga::;:bjens L N OW We h ave a n em pty

[ Column Masks

[Somis database called “TRAVELER”

{7 Indexes

{21 mqrs

471 Partition Groups
() Row Permissions
() schemas

{1 Sequences

(1) Storage Groups

(] Tables
(] Table Spaces
1 Temporary Tables
0 Triggers
-] Users and Groups
0 views
L0 XML schemas ) )
(= Working Sets » Connection : localhost - DB2 - TRAVELER Showing 1 of 1items
Properties [ SQL Results X% | BE| =08
IType query expression here Status
Status Operation Date Connection... »
v’ Succeec CREATE DA... 12/28f13 12... Mot applicable Query execution time =3 46 5: 753 ms
v Succeer CREATE DA... 12/28f13 12... Mot applicable 4|j
[ L] EI < | 3

£4 TRAVELER (Connected)

el B & D @ W@ el
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Create User for DB2

Fle Acton View Help

=181x]|

Lo A ol NE=NENN 7 ]

Server Manager (WIN-LAB-TR-01) |NTETYERCITNE)
Roles

i N
Featu
gm anostics inis ilt-in account for administering the. .
Bl 2} Configuratio A db2admi db2admi
Task Schedul #cuest Built-n account for guest access to t...
% Windows Firewall with Adve
£ Services

& WMI Control
= &l Local Users and Groups

-
< G MewUse
{5 storage - b
Refresh
Export List.
Help

[/

ol B & S @ W
s Connect2014

|
[oels PG %, -

Switch to Server Manager

Select “Local Users and
Group”

- For Servers in an Active
Directory Domain you should
create Domain Users

- Usually servers located in DMZ
are not part of a Domain

Click “ New User...”




Create “LNTUSER?”

e = = Specify User name

= |#mll= [dm

“ ”
Manager (WIN-LAB-TR-01) TS 3 User(s) Actions - LN I USER
= 5 s -
5 = Featires Na Full Name Desaription b

‘:-)?Admlmsu'amr Built-in account for administering the. .. More Actions »
B g} Configuration & db2admin db2admin
% Task Scheduler #,/Guest Buit-in account for guest access to ... .
Windows Firewall with Adve S f F I I
% v ewuser TR " pecity a rull name
&5 WMI Control
= & Local Users and Groups Userrame:  [LNTUSER
BE= Full name: [Traveler User

] Groups

Bt o e | = Specify a Password that meets
s [ the security rules

Confirm password: I """

™| User must change password at nest [ogon

™ User cannot change password

e = Click “Create”

[/

o[ & 5 @ B M| 9| e
e Connect2014




Add User to Group

= Add LNTUSER to DB2 Groups
- Switch to “Groups”

Name Description

i % administrators Administrators have complete and u... S | t 1] D B 2 U S E RS ”
Diagnostics 3 —
D Ao - e elec group
& (D) Task Scheduler & Certificate Service DCOM Access Members of this gr
% Windows Firewall with Advz | 4 Cryptographic Operators - Memhere are atharized _ C I | C k [ A d d ”
£, Services E S PEGTET o (ISR DEZUSERS Froperties .
& WMI Control P Event Log Readers Generdl | H 11 »
=) & Local Users and Groups | ¥/ Guests _ T e I n L N T U S E R
“ Users Jins_Jusks | yp
-~ Groups networ Confguration ¢ % BE2USERS I

« o ol — - Click “Check-N ”

bt — ic eck-Names
Bpower Users Description: E’g;gﬁ:zm: IUsmurBulhmsemntypnnupals Object Types . . “ ”
Bt oo Verify name and click “OK

¥ Remote Desktop Users

Members: -LAB- i
B Replicator |WIN-LAB-TR-01 Locations
ﬁ E;EZi:DMNs Enterthe object names to select (sxamples]
Bpo2users WINLABTROT\NTUSER Check Names

» |n our demo case the LNTUSER
=] =1 is added also to the DB2ADMIN

a user's group membership g rO U p

Totally fine when running on a
separate DB2 server

- Inlarger environments the user

B | | would be only admin on the DB
cod| Al - @ @ m) e we create

Changes to
Add.. Rem are not effective until the next time the
user log:

ok || cancal | iool Help

[/

s Connect2014




Two Methods Creating Database and Schema

= Manual / Data Definition Language (DDL):
- Provides an advanced option for DBA
- DBA reviews, customizes DDLs shipped with Traveler, from folder <data>/traveler/cfg/db
- Notes.ini NTS_AUTO_DB_SCHEMA=false, tells Traveler not to alter schema
- DBA executes DDLs against DB2 Server to generate schema/tables/indexes
- New versions/fixpacks: DBA runs incremental DDL's to update schema
- Full control for DBA, restricted rights for separate Traveler user (by default: LNTUSER)
- Often used on larger DB2 installations with multiple instances

s Connect2014




Unzip Database Scripts

=  Switch to

&
oo <data directory>/traveler/cfg/db

i 3
tecyde Hi gilla Firefox Ervices
A C:\domino\datal\traveler\cfg\db\TravelerSQLzip\

File Edit Yiew Favorites Tools Help

o= v o o= X A

Add Extract Test Copy Move Delete Info -

_" ||[E C:\domino\data 1\traveler\cfa\db\TravelersqL.zip) j - EXtraCt TravelerSQL'ZIp
I Attributes | Er

MName | Size | Packed Size I Modified | Created | Accessed
l AS400 58 261
0 e -I0ix]

=0 | B soLsErvER 58343
=

Folders: 3 (173830 bytes )
C:\domino“data 1\raveler\cfg'db' TravelerSQL zip'

IEM
AS400N
DB2\
SQLSERVER
0K I Cancel |
[l | |
_ [i=m mnn [Amam am ar arrn
. 10:47
[oefls P e 00, m

|
el B G L @ M| N|E
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Content of DB2 Directory

V D & = Create Database Script
Recyde Bin  Mozilla Firefox Services _ “CreateDb_SqI”

Cisdominavdacstscgags Lorsotsudpmmasdis I’;’{,':ecsr eﬁ,tgeiszase’ schema,
Uolume Serial Mumber is BEA1-7C8D )
Directory of C:ndominosdatalstravelerscfgsdb\DB2
12,28.,2813 H <DIR>
éﬁ 12,28.,2813 H <DIR>

18/15,2013 : 3.P88 appGrants. ] Set Permissions Script

MDomino [L8/15-2613  @4: 35,395 createDh.
1M Bomno . o 25013 : 2,677

e o T n - "appGrants.sql’
1615 2013 b 239 £1 i isai
o A 356 - Will set permissions for
& 18,15-2813 : 1,836 -sgl 1] ”
013 LNTUSER

IEM Domino §168.-15.-2013 B4:53 PH
1@ File(s)> 56,721 t
2 Dirvdis> 19.618.796.832 hytes free

Administrator: Command Prompt

C:vdominosdatalstrave lerscfgsdb~DB2 >

R RO

o B & ) @ W M| |
.1 Connect2014




“createDb.sql” Script

= Check content of script

- Licensed materials - Property of IBM L Contains detailed information

:copyrw‘ght IEM Corp. 2007, 2013 All Rights Reserved. how the database is created

Us Government uUsers Restricted Rights - use, duplication or
disclosure restricted by Gsa apP Schedule contract with
IEM Corp.

1BM Domir

- default, Traveler will use an 'autoschema' method, where traveler will automatically create and alter the - Th h f II'
I instead, you would 1ike to manually handle the schemas via these DDLS, Add to notes.ini: NTS_AUTO_DBSCHEM. IS IS t e In Or atlon our
Then execute these DDLS on the Database Server using the command:

. EEE:’:’E(::T;:A;: ;;Aj:iERtI\J:I;;E:;z::E:'qlTF—E TERRITORY US; database adminiStrator (DBA)
will ask you!

ICONNECT TO TRAVELER;

-- DDL Statements for BUFFERPOOLS --

ICREATE BUFFERPOOL "TRAVELERBP" SIZE AUTOMATIC PAGESIZE 8K
ICREATE BUFFERPOOL "TRAVELERADMINBP' SIZE AUTOMATIC FAGESIZE BK;

-- DDL statements for TABLESPACES —-

ICREATE REGULAR TABLESPACE TRAVELERTS PAGESIZE 8K BUFFERPOOL TRAVELEREP;
ICREATE REGULAR TABLESPACE TRAVELERADMINTS PAGESIZE 8K BUFFERPOOL TRAVELERADMINEP;

-- DDL statements for schema LNT —-

-— If you alter this value; also specify your schema name in the notes.ini as: NTS_DB2_SCHEMA=<schemaname> -- _
»

< |

| B & @ W[ [oe[s r e o2, -
Connect2014




Create Database via Script

= All DB2 Commans are executed
via DB2 Command Line on the
DB2 server

C:~domino~datalstrave lerscfgn\db\DB2 >dir
Uolume in drive C has no label.
Uolume Serial Number is S8EA1-7CBD

15M Domino L 1BMDomind Directory of dominondatalstrave lerncfgdb\DB2
Console 1} | | u n

=12 PH <DIR> -
PH <DIR>
M

02:1
P 8 appGrants.sgl .
b 0 preneebh ol - Db2cmd -c -w -i db2 -tvf
6M Dorino 2 IEM Doming ig;ig;g%}g PH

e rnk createDb.sql

10152013

18-15-2813 @4:53 PM postfixupll . sql
1@ Filed(s> 56.721 hytes

2 Dirds> 19.317.641.216 hytes free

IC:~dominoNdatalstrave lerscfgn\db\DB2 >db2cmd —¢ —w —i db2 —tuf createDh.

ool A & @ N EETOEE
s GConnect2014




Create Database via Script

L W = Takes a while to create the
database

[+ Administrator: Command Prompt - db2cmd -c -w -i db2 -tvf createDb.sql
ICREATE DATABASE TRAUELER USING CODESET UTF-8 TERRITORY US

2

IEM Domino 1 IBM Domind
Console 1]

d @

IBM Domino 2 IBM Doming
Console 2

le 2|

v | B & ) @[ = ree i
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Create Schema, Tables and Indexes

= Script also creates Schema,
Tables and Indexes

ALTER TABLE LNT.travelerreplicas ADD CONSTRAINT PK_TRAUVELERREPLIGA PRIMARY KEY
q R TN . = Check output on screen
E DB20BBOI The SOQL command completed successfully
[d

: ICREATE INDEX LNT.IDX_TRAUVELERREPLICAS_1 ON LNT.travelerreplicas <« REPLICA_ID.
IEM Domino 1 IBM Domings ERUER_I D>

Console 1IDB2PMABI  The SQL conmmand completed successfully.

ICREATE TABLE LNT.graduated_sync < TS_ACCOUNT_ID BIGINT NOT NULL, PIM_TY¥PE INTEG
ER NOT NULL, GS_STATE INTEGER NOT NULL DEFAULT @. START_TIME BIGINI> IN TRAUELE
E =M i
Ld Ld

DE2860OI  The $QL conmand conpleted successfully.
IEM Domine 2 IBM Dx q
e oreole IALTER TABLE LNT.graduated sync ADD CONSTRAINT PK_GRADUATED_SYNC PRIMARY KEY ¢ T
“fs_ACCOUNT_ID, PIM_TYPE> PCIFREE 18
IDB28AAAI  The SQL command completed successfully.

ICREATE INDEX LNT.IDX_GRADUATED_SYNC_1 ON LNT.graduated_sync < GS_STATE>
(DB20BBALI  The SQL command completed successfully.

INSERT INIOQ LNT.schemaversion (SCHEMAVERSION, MARVERSION. DATAVERSIOM)UALUES(’ 9
-0.1.8.20138819°,.°9.0.1.0.20136081%°,°9.0.1.0.20130819° >

DB2088A The SQL command completed successfully.

ICOMMIT UORK
(DB20BBALI  The SQL command completed successfully.

ICONNECT RESET
DB20BABI The SQL command conpleted successfully.

C:\dominosdatal\trave lerscf g \db\DB2>

LT

el & & @A J=
s Connect2014




“appGrants.sql” Script

= Used to give access
permissions to “LNTUSER”

Licensed materials - Property of IBM

copyright IeM corp. 2007, 2013 All Rights Reserved. [ ] Check details of the script

Us Government uUsers Restricted Rights - use, duplication or
disclosure restricted by Gsa apP Schedule contract with
IEM Corp.

CONNECT TO TRAVELER;

(GRANT CONNECT ON DATABASE TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.bind TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.account TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT. guwdmag TO USER LNTUSER;

[GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.ts. d_name TO USER LNTUSER;

(GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.ts_filters ToO USER LNTUSER;

(GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.ts_global TO USER LNTUSER;

(GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.ts_gud_record_ex TO USER LNTUSER;

GRANT DELETE, INSERT,SELECT,UPDATE ON LNT.ts_Gud_timestamp TO USER LNTUSER;

(GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.ts_record_mapping TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.TS_sync_timestamp TO USER LNTUSER;

IGRANT DELETE,INSERT,SELECT,UPDATE ON LNT.TS_sync_timestamp_folder TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.push’ TO USER LNTUSER;

IGRANT DELETE,INSERT,SELECT,UPDATE ON LNT.Sec_records TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.replicas TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.client_versions TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.schemaversion TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.inv_map TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.cal_instance map TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.users TO USER LNTUSER;

GRANT DELETE,INSERT,SELECT,UPDATE ON LNT.device TO USER LNTUSER;
DELETE,INSERT,SELECT,UPDATE ON LNT.defaultsettings TO USER LNTUSER;
DELETE, INSERT,SELECT,UPDATE ON LNT.includenames TO USER LNTUSER;
DELETE, INSERT,SELECT,UPDATE ON LNT.excludenames TO USER LNTUSER;
DELETE, INSERT, SELECT,UPDATE ON LNT.excludedomainnames TO USER LNTUSER;

1BM Domir

[l e 2, -
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Grant Permissions to LNTUSER

FlacE:Em anlll:l-:\rEFm' Services " Run appGrants.SqI
- Same command we used to
create the database

LE - eler\cFghdbsDB2>db2emd —¢ —w —i db2 —tuf appGrants.sql. ) - Via dbzcmd 'C 'W 'i db2 'tVf
[d

IEM Domino 1 IBM Domind
Console 1]

d @

IBM Domino 2 IBM Doming
Console 2

le 2|

vl B & ) @[ M| e Atz

s Connect2014




Check Result of Script granting permissions

= Check output on screen

GRANT DELETE, INSERT,SELECT,.UPDATE ON LNT.adminsettings TO USER LNTUSER
(DB20BBALI  The SQL command completed successfully.

ﬁj IGRANT DELETE. INSERT,SELECT.UPDATE ON LNT.logsettings TO USER LNTUSER
. DB20BBOL  The SQL command completed successfully.
IEM Domino 1 IBM Domind
Console YGRANT DELETE, INSERT . SELECT,UPDATE ON LNT.approvedapps TO USER LNIUSER
DB20BBOI The SQL command completed successfully.

IGRANT USAGE,ALTER ON SEQUENCE LNT.guidnextval TO USER LHTUSER
ﬂ if!] DB2BAABI  The SQL command conmpleted successfully.

IBMDoming 2 1BM DomingdGRANT DELETE, INSERT.SELECT.UPDATE ON LNT.guidnext TO USER LNTUSER
s Cons:\!g DB20BBAL  The SQL command completed successfully.

IGRANT DELETE. INSERT,SELECT .UPDATE ON LNT.mailservers TO USER LNTUSER
DB20BABI The SQL command conpleted successfully.

IGRANT DELETE.INSERT,SELECT.UPDATE ON LNT.travelerreplicas TO USER LNTUSER
DB2AAABI  The SQL command conpleted successfully.

IGRANT DELETE, INSERT, SELECT,UPDATE ON LNT.graduated_sync TO USER LNTUSER
(DB20BBALI  The SQL command completed successfully.

ICOMMIT UORK
(DB20BBALI  The SQL command completed successfully.

ICONNECT RESET
DB20BABI The SQL command conpleted successfully.

C:\dominosdatal\travelerscf g \db\DB2 >

@m | [e[s r e o2, -
«« Connect2014
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Configure Traveler HA

= Traveler uses JDBC for database connections

- Traveler stand-alone uses JDBC to connect to Derby/Cloudscape
- Notes.ini NTS_DBCONNECTIONURL=jdbc:derby:ntsdb;create=true

= Traveler does not ship with drivers for other databases
- Download and install driver
- DB2
 Copy <db2_install_dir>/sqllib/java/db2jcc4.jar to <domino>/traveler/lib

- MS SQL Server
* Microsoft JDBC Driver 4.0 for SQL Server
- http://www.microsoft.com/en-us/download/details.aspx?id=11774
- Windows: sqljdbc_4.0.2206.100_enu.exe
- Linux: sqljdbc_4.0.2206.100_enu.tar.gz
Extract files
* Only copy to sqljdbc4.jar <domino>/traveler/lib

00 Connect2014




Copy Required DB2 JDBC Lib

v 5 = For DB2 copy db2jcc4.jar from
KA HEHSRERE S installation directory ..\SQLLIB
S : to <Domino Program
Dir>\Traveler\lib

C:\Program Files“\IBM\SQLLIB:java>_

o A & o @[E A Ty

01 Connect2014




ommand Prompt

Usage: travelerUtil <options?
where <options> include:

log clear

log collect

pnr <number> <files>

pnr show
pmr remove

pmr set [user=usernamel [p

shou
remove [-F1

check

Deletes the log:
Zips the logs tn a dated file.

Uploads files to IBM Support.

<{number? Required PMR number.

Format: 5 numeric,.3 alphanumeric.3 numeri

where the separators can be commas or period

<files> Optional space separated list of f].lE.v to upload.
If omitted, a log collect 11 be performed

to create a new file that will then he uploaded.

Files can be base file names in the logs directory

or fully gualified file names in any directory.

Shou the FTP credentials used to uplead PMR information.
Removes any stored FIP credentials.

passuord]
— Set the FTP credentials used to upload PMR information.

Gredentials are encrypted for storage.

»d contains special characters like ‘&', ’;' ow
on Linux or * on Windows. do not include the password on
the command line and the program will prompt for the password.
On Linux the character can he escaped like this: w

Shows the database configuration

Removes any stored database configuration.

Sets the server to use Derby as the database.

Use —f to skip the confirmation prompt

Uerifies that the database nnnflgu»atlnn works for a DB connection.
This option is not wvalid for Derhy.

set [-f1 [url=dburll [path-lthath] [user=usernamne 1 [pw=passuword]

102 Connect

Set credentials and URL if pass validation.

Use —f to _set even if validation fails

Credentials are encrypted for turage.

The UBL is optional if already set

It should specify the full JDBC UHL to access the database.

Examples:
Jjdhc:dh2://server.ibm.con:586808TRAVELER
Jdbe:sqlserver:/s/server.ibm.com:1433;databasename=traveler
Jdbc :as488: //server.ibm.com/LNT

te: schemaname in URL for DBZ on IBM i must be same as

NTS _DB2_SCHEMA={schemaname)> in notes.ini.

If not specified, using default schemaname LNI.

The Library path is optional if already set or using

the default Traveler~libs location.

It should specify the full path to database library jar file.

Example: path=C:/mypath/db2jccd.jar

If the path includes spaces use (luuble quotes.

Example: "path=C:/my pathsdb2jcc4.jar'

- This option is not valid for Derhy.

Note: If the password contains special characters like ’$’, 3’ or
on Linux o» '& on Vindows, do not include the password on
the command line and the program will prompt for the password.
On Linux the character can be escaped like this: \§

i

14:29
28.12.2013

=

= TravelerUtil is located in
<data directory>/Traveler/util

= Usedto

- Check and specify database
connection

- Collect information for PMRs



TravelerUtil CMD

v D & = Usedto

RecydeBin  Mozila Firefox  Services

- Configure SSL connections
between Servlet and Traveler
Task

: oo * Not recommended unless
e you are really paranoid
ieporarstilt 18 bully uaiified mien oo e rosneors about security

The t)u., 3 WO P le are optlnnal and only
needed i. 3 re h n cunfigure

Gredontiale s Lo FOR SEOTAGEL  racters Like 1§ '3 or - Show the network address used
on ; Jindous, do not include the word o
E‘H‘%iﬁﬂﬂazﬁg1:?.2..;‘22;“55"%2‘2:;‘;;.1& rams, for Hie passiond. by the Traveler Server

netaddr Displays network interface(s> available.

C:~dominosdatalNtrave lerSutil)
C: dominosdatalstravelepriutild

e ] L
s Connect2014




Show Current Traveler Connection

= |nvoke

- “travelerUtil.cmd db show”
to check current DB connection

=  You will see that the standalone
server is using derby with
“ntsdb” as the database folder

b B & @ M@ I Lol LR
o Connect2014




Specify DB2 Connection

= Specify DB2 Connection

util>travelerltil.cnd db set url=jdhc:dh2:/-192.168.100.150:50006-TRAVELER ) travelerUtiI'Cmd db Set
url=jdbc:db2://192.168.100.150:

dh2admin

nld-e conn: ‘3:dh2://192.168.183.15:SBBBB/TRRUELER 50000/TRAVELER

have been saved.
nges to take effect.

- db2 = Database Type DB2
 |P Address/Hostname
« Database port = 50000
 Database: TRAVELER

- Type in user-name and password
- Connection to database is verified

- Note: User+Password is stored
encrypted in LotusTraveler.nsf

el | B o L @ M@ S Lol LR
05 Connect2014




Show and Check Database Connection

= You can always use the
ravelerltil.cnd db set url=jdhc:dh2://192.168.100.150:50000-TRAVELER ) commands to Show and CheCk
elz;:\lih\dhzjcc‘l.jm- co n nectio ns

SO = See example output for
N B Sk s i it - db show
il.end db check - db CheCk
n Traveler database.
c:db2:/-192.168.188.158:58008-TRAVELER

C:~dominondatalst u

Note: notes.ini contains
connection information
-  NTS_DBCONNECTIONURL=

jdbc:db2://192.168.100.150:5000
O/TRAVELER

T - NTS_DBPATH=C:\lotus\domino)\
v B & S @ N[ 9 ol e Travelerlib\db2jcc4 jar ..

06 Connect2014




Reference Slide - Specify SQL Server Connection

= Connecting to SQL Server is very similar
- Different jar file to connect to SQL Server but similar settings

= Specify Connection
- travelerUtil.cmd db set url=sqlserver://192.168.100.160\traveler-inst:1433;databaseName=traveler

» sqlserver = Database Type SQL Server
 |P Address

* |Instance = traveler-inst

« Database port = 1433

« Database: TRAVELER

= Notes.ini Example (Linux)

- NTS_DBCONNECTIONURL=
jdbc:sqlserver://192.168.100.160\traveler-inst: 1433;databaseName=traveler
NTS_DBPATH=NTS_DBPATH=/opt/ibm/domino/notes/latest/linux/Traveler/lib/sqljdbc4.jar

07 Connect2014




Migrate Traveler Server to HA

FH nsh-traveler-01/nashcom-traveler: IBM Domino Server (64 Bit) ] Sta rt o u D O m i n o S e rve r
Restore 12,28,2013 02:45: Unable to update Cluster Database Directory: Remote system no longer 1-e! y

12,28.,2013 45 Gluster Replicato arted
Move 12,28,2013 45 Cluster Replicator K‘et tu Ignm-e Datahar-e Quutar‘
Size 12-28-,28013 :45: This server is curren of
. 12,28.,2013 46z Error delivering to NSH TRRUELER Bl/NRSHCOI‘I TRRUELER mail~dnashed; File
Mirimize 12282813 1462 Unable to replicate with server nsh-traveler-B2/nashcom—travele

Maimize 12,28/2813 B2:46: Server not reachable on Cluster Port

ORI 0 | 12282013 1461 Unable to replicate with server nsh-traveler-B3/nashcom—traveler: : [ | C ha ng i ng the data base

host .
Edit 781 12-28-2813 146: Unahle to replicate with server nsh-traveler-B4/nashcom—traveler:

host . . -
Defaults 381 12./28-2013 t48: Error delivering to NSH-TRAUELER-B1/NASHCOM-TRAVELER maildnashed; Fi co ect o to DB2 co f es
et nn ion nrigur

L BlCC] 12282013 B2:48:53 PM Notes Traveler: Starting JUM with Maximum Memory = 1@24M based on maxim|
1 memory (3@72M> or the Maximum Memory Size specified in the server document <1824M>
A50:M0BZ-BACCT 12,28,2013 B2:48:55 PM Motes Traveler: Sewver starting... the HA mode
:0082-0ACC] 12,28/2013 B2:49:82.67 PM CSRF Init: iNotes_MA_Security ReturnUrlCheck> c_CSRFReturnUrlCheck: 1
18862 BACC] iNotes Inic: Credential Stove Configuration not ensbled. less secure mods.
In.nct Socks tiecpnliveParanctors
BOB3_BRCC] 12285013 B2:49 111 PM Motes Traveler: Traveler will now transfer the existing 5 users into th
a0a2-anaCcc 1 Notes Travele B8/5 Users’ Sync Data have heen transferred
POBZ-BACC 1 Hotes Traveler: 5 users remaining.
H ggggigggg} 2 Pl Inlglte.. ;»auele SS I.lu?l“‘ Pgsalnmg R datah - ]
— nin Process: Searching equests databas
gent an il et sk R B S e = Traveler will now automatically
:0082-80CC 1 :51:11 PM MHotes Tr. Transfer has completed succesfully. Traveler wi
:00@2-BACC 1 151: Notes Adding Client Installation Files ¢8.5.3.8. PEAPEIET AN
@862 -BACC] 12/28/2613 B2:51: Notes Adding Client Installation Files (9.@.1.8.261318151521) t f " d t t DB2
100B2-BACCT 12,28,2013 B2:51: s Tr Adding Client Installation Files <9.@.1.8.20131A291406>
:8082-BACC] 12,28/2013 B2:51: Adding Client Installation Files <9.@.1.8.201312101518) rans er a a a o
:0082-0ACC] 12,28,2013 B2:51: g fdding Client Installation Piles <9.0.0.1.20138201457)
BOE2-BACC] 12/28/2813 B2:5 N ng nt Installation Files <9.8.B.1
DO1B-B5A4] 12,28,2013 PH Notes Teavelon: UARNIHG. *“y_‘ten Status change from Green to o1 o Gen - User State Data
EST which can impact performance and should only be used for debugging. Reduce the log level using the command *
>el <newlevel>".

0AD HT \HDNINI"'1\ﬂppData\Lm:al\Iemp\nutea3CEBE1\ en@1852.con - SeCU rlty ReCOrdS

> L HTTP >C
[BA5A: BAB2 BRCC] 12/28/2313 PM Hotes Traveler: Loading HTTP sepver.
[BS?C Bue2-A6BC] 12282013 Iﬂ 51 18 PH Infurnatmnal. 1~ehu11d1ng view — user specified REBUILD <{reading c:“dom

ipt i, LAt SIS 0 b e cevver: s ing Incemnet Site contiguration Uiew - Default Configuration

:@PA2-A6AC] 12282013 B2:51:22 PH  JUH: Java Virtual Machine initialized.
:80A2-B6BC]1 12282813 B2:51:22 PM HTTP Server: Java Uirtual Machine loaded

:0082-06BC] 12282013 B2:51:22.13 PM CSRF Init: iNotes_WA_Security ReturnUrlCheck> c_CSRFReturnUrlCheck: 1 _ Cllent |nSta||atIOn FlleS

:A082-B6AC] iNotes Init: Credential Store Configuration not enabhled. less secure mode

:0082-A7981 12,28-2013 B2:51:22 PM  Unable to replicate with server nsh- tl-auelel-—EZ/nar‘]lcnm—tl-auelel- Remot
lesponding
[BA50: BOR2-BACC ]

: = And start automatically in HA
=& a5 enman D= mode (HADR)
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Check Traveler HA Status

= Tell traveler status
= Tell traveler hadr show

Mozilla Firefox

7

IEM Domino 1 IBM Doming
Console 1

£ sh-traveler-01/nashcom-traveler: IBM Domino Server (64 Bit)

18M Corino |

>

> tell traveler status

[@A50:PBBD-A5201 The IBM Notes Traveler task has been running since Sat Dec 28 14:48:55 CET 2813.
[BASA:008D-A598]1 The IBM Notes Iraveler availability index is currently 99 while servicing 4 users.
[BA50:00BD-B590]1 There have been no successful device syncs since IBM Notes Traveler was started.

[BN50: GAAD— 05901 Yellow Status Messages
[BA5A: BABD-A59 Server log level is FINEST which can 1mpant performance and should only be used for debuy|
g level using t}m command “tell traveler log level <newlevel>"

[BRSE B08D-A5981 The overall status of IBM Motes Traveler is Yellow.

ell traveler hadr show
[ERSE BEEE 42881 Domino Name IP:SrurPort,.SrultPort
thable rulet Reachable Last Heartheat Al s i Build Level
[BA5A: BBEE 82881 nsh-traveler—Bl/nashcom—traveler 1.nashcom.loc 192.168.1808.161:56125.50126
N alse 2813-12-28 14 £2: 53 162 a 9.8.1.0.2013108151651

>
>
[

o | B Ly @ mm o oo s 0, m
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LotusTraveler.nsf — Before HA Mode

= 19 Documents

Notes Deny Access Wipe Device Clear Wipe [ Allow Access Change Approval Update SMS Address - DeVICe Documents
TIDevice Security Device Name & User & Approval & |Security Policy = |Access & Wipe Options - User Documents
T Device Settings = Cyber Spam/ViSol-Net i
F Devices N8-00 Cyber Not Required Mo policy Allow None - Default Conﬂg
= Spam/ViSol-Net

Nt ~ Daniel Nashed/NashCom/DE
Apple-iPad3C4 Daniel Not Required No policy Allow MNaone
Nashed/MashCom/
Apple-iPhonebC2 Daniel Not Required No policy Allow MNone
MNashed/MashCom/
¥ mobile/MashCom-Net
e Datmbase v e At il
- > o policy ow one
. N
WINE lilal&]l 213 iy Allow None
¥ Ursula Nash Disk space: 10 MB % used
Apple-iPadic Sz Doosaaise 19 Compact  [N@ policy Allow None

Created: 27.12.2013 21:47:53 User Detail..
il Modified: 28.12.2013 14:39:52

Replica ID:  C1257C4E:00723F7C
DS version: 43
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LotusTraveler.nsf — In HA Mode

1 e Trvlr Do Secry T s~
fiie 18M Notes Traveler - Device Security - IBM Not - 8 Documents

File Edit View Create Actions Tools Help

290Xk = EBRASD - No Device Documents
Address
QR &l - No User Documents
[ I Workspace [ [ New Message x| {ip Server Controller X “# nshpasswords - Company X | %% LS 2014 Traveler § - No Default Config
& Notes Deny Access Wipe Device ClearWipe / Allow Access Change Approval Upd
e T1Device uri Device Name & User & Approval & |Security Po . L »
E e - Y - Database only contains “hidden
| D Devices entries for Client Software
M Users
'—lr_< Datal ~ = 7 X
& SO L e = Contains XPages Web Admin
H Disk space: 11 MB % used
&' Size Docusr:ents: i Compact I nte rface
& Ay ot T 2220 Lpebenk, = Contains encrypted document
N S —— with DB2/SQL Server credentials
| o - Do not delete the database!
e - Encrypted with Server.ID

+ Connect2014




Open LotusTraveler.nsf via Notes Client

IBM Notes Traveler Administration

The selected view is obsolete for Notes Traveler.

Notes Traveler administation has changed to an XPages application that can be accessed from your browser via the link //<traveler_server_name=/LotusTraveler.nsf.

For more information about Notes Traveler and its Administration see Adminisirating Notes Traveler.

+ Connect2014

Old admin interface in Notes
via LotusTraveler.nsf is no
longer used when HADR Mode
is enabled

New Admin Interface is the
XPages application

- Connects to the DB2/SQL Server
back-end




Enable Administrator Role for Web Administration

=  Ensure “Administrator” role is set
- In Traveler HA Mode on all Traveler servers!

I Access Control List to: IBM Lotus Motes Traveler li‘ |z|
'EJ Basics Access Control List Attributes
s People, Servers, Groups [Shnw All '] User type [Persnn group ']
Roles
-Default- Access IMEI"BQEEI' ']
0ff Log Anonymous
[ domine.nashcom.de/SriMashCom-Net [7] Create documents

@Q Advanced LocalDomainAdmins Delete documents

[l LocalDomainServers [V] Create private agents

[V] Create personal foldersiviews
[V Create shared foldersiviews

[V] Create LotusScriptiJava agents
V] Read public documents

[V] Write public documents
Replicate or copy documents

Roles [ [Administrator]

s Connect2014




Web based Admin — Default Settings

| €= | @ 192.168.100. 161 otwstraveler nsf/xDeviceSettings. xsp c| ' Google AlE- + &

Daniel Nashed  Help

IBM Notes Traveler

Administration LIS

Device Securi Default Device Settings
rity
Device Settings ‘ Basics HPrefefeﬂces ”ﬂsslgﬂmem |
Devices
Users |Sync HFiItefSeﬂmgs H Device Settings H Security Settings H Device Access |
Servers
Client Software Mail Filters How to apply this setting
[¥ Email Body Truncation ™ Lock value on device
Approved Applications
Maximum Email Attachment Size Allowed - Administrator 4000 KB
[~ Email Attachments I~ Lock value on device

Email Atachment Size KB ™ Lock value on device
¥ Email Date Filter ™ Lock value on device
Filter Limit 85 ~ [v|Days

I_Hign Importance Only ¥ Lock value on device
Other Filters How to apply this setting
Calendar Date Filter:

W Past Events ™ Lock value on device
Filter Limit Days
W Future Events ™ Lack value on device
Filter Limit Days —
¥ Journal Date Filter ™ Lock value on device
Filter Limit Days

ToDo Status: I Incomplete Status Cnly I Lock value on device

oo | B g [@ ||

1]
ol CECR

JDE
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Web based Admin — Devices

W 4iF 1BM Notes Traveler Server » Devices Lol

\ (' @ 192.168.100.161/lotustraveler .nsffxDevices, xsp

IBM Notes. Daniel Nashed  Help

Administration About i [= Q

Devices
[reset |
Lastloaded just now. Refresh
1-Tof7 Page 1 Previous | Next
User Device Name Last Sync Time  OS Type Build Level
Nokia 5%3/111.040.1511.02.01
Client Software [ Cyber SpamiviSol-Net NB-00 1253, VTP o015 57 50 RI.506 (o) Nokia 5533 201302131010
Approved Applications Apple-
[]  Daniel NashediNashCom/DE Apple-iPhone5C2  12/27/13, 7:56 PM  iPhone5C2/1102.55400001
(0s7)
Apple-
[l Daniel NashedMNashCom/DE Apple-iPad3C4 12/27/13,7:09 PM  iPad3C4/1102.55400001 (08
[7] mobileiNashCom-Net WiNg 15‘}24‘13' 124 WinPCi8.0
pple-
mobile/MashCom-Net Apple-iPad3C4 12/2713, 210 PM iPad3C4/1102.55400001 (08
RIM-Z10- RIM-Z10-

STL100-2 12126013, V38PN o7y 4002110 2.0.1803

Ursula Nashed/Nashed- Apple-iPad1C1/902.206 (OS
5)

O
] mobile/NashCom-Net
O Apple-PadiC1  12/27/13,8:24 PW

Family

Show: 10| 20 | 50 | 100 items Previous | Next

Home AboutiBM Privacy Contact BM IBM Terms of Use

© Copyright IBM Corporation 2007, 2013. All Rights Resenved.

<] 3] [oee P o 50 m

o | B oy (@ M
s Connect2014




Web based Admin — Servers

- Al@m- ¥ @

¢ [B- socse

\ (' @ 192.168.100.161/lotustraveler .nsffxServers, xsp

Daniel Nashed  Help

About

Device Security Servers
Device Settings Auto Refresh Apply
Devices 1-10f1 Page 1 Previous | Next
Users

Domino
Client Software : :

nsh-traveler
Approved Applications - Available 100 4 1212813, 301 py 901020131015 nsh-traveler- 5012 495 168.100.161

01inashco 1651 01.nashcom.loc 5

m-traveler
Previous | Next

10 | 20 | 50 | 100 tems

Home About!BM Privacy Contact!BM  IBM Terms of Use

© Copyright IBM Corporation 2007, 2013. All Rights Resenved.

1502

[l e 52, -

(@ =|m|
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Web based Admin — Client Software

W SiF 1BM Notes Traveler Server > Client Software | + Lol

| 4= | @ 192.168.100.16 1 lotusiraveler nsfixClientSoftware. xsp v | v Google P‘ B- 4+ #

IBM Notes. Daniel Nashed  Help

Administration About Build Level ricl Q

Device Security Client Software
Device Settings | Change assignments H Make default H Delete client level
Devices Lastloaded justnow. Refresh
Users 1-50f5 Page 1 Previous | Next
Servers Client Build Level Default
Client Software [ Android Sync 35021.0 20031018
Approved Applications
[ Android Sync 3:0:50 EVEIIES o
[ Android Sync 3;’&9 2001210
[ Android Sync 3‘?53'1 20l20820 No Daniel Nashed/NashCom/DE
[ Android Sync 3500001 20131002 0
Show: 10| 20 | 50 | 100 items Previous | Next

Home About!BM Privacy Contact!BM  IBM Terms of Use

© Copyright IBM Corporation 2007, 2013. All Rights Resenved.

| % & S [@ W] 9] T [ F oG 2=
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Web based Admin — Approved Applications

| 4= | @ 192.168.100.16 1 lotusiraveler nsfheipprovedapps. xsp v | Ev Google P‘ B- 4+ #

1BM Notes Tr Daniel Nashed  Help

Administration LG Name Q

Device Security Approved Applications
Device Settings

Ifthe approved application policy is enabled, then only applications listed here are allowed to open attachments synced to the device
Devices

using Notes Traveler. The approved application policy can be enabled for Android and Apple i0S devices using the Security Settings
Preference on the Default Settings document.

Users

Servers For Apple iOS devices, secure built-in viewers are always enabled using Motes Traveler Companion or the Motes Traveler To Do
application. If attachment viewing is all that is required then there is no need to define any additional approved applications for Apple i0S

Client Software devices.

Approved Applications

[(aca | et | [ memove | [ert |
Lastloaded just now. Refresh
1-00f0 Page Previous | Next
Application Name Application ID 0S8 Type Required Version

Show: 10| 20 | 50 | 100 ttems Previous | Next

Home About!BM Privacy Contact!BM  IBM Terms of Use

© Copyright IBM Corporation 2007, 2013. All Rights Resenved.

e B & [@ || S|
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Traveler HA
Add new Servers to the Pool
Linux Example

IBM Software

Connect2014

January 26-30 Orlando, Florida
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= Same procedure on Linux
- Copy the db2jcc4 . jar to

g opt/ibm/domnino/notes/latest/linuxz/Traveler/1ib # cp /local/software/db2jcch.jar . . . .
g t/ibm/domino/notes/latest/1i fTr ler/1ib # chmod 755 db2Zjcch.jar
o Tinun rsveler /gt /b doninosmates/Latest A mins e aener At & 31 e opt/ibm/domino/notes/latest/linux
tal 14524 .
. root 197316 MNov 22 28: /Traveler/llb

root 3714984 Hou 27 1@:
root 2678818 MNou 22 2@:

Foot " iaps hug 20 03 * Note Traveler directory is
root 59269 Hov 22 2@:

root 189763 Nou 22 20: uppercase and L|nUX |S

root S4477 Mou 22 208:
root 537383 Aug 28 B3:

. ont 674nat3 Hoo 72 20 _ _ case-sensitive
nsh-linux-traveler:/opt/ibm/domino/notes/latest/linux/Traveler/1ib & i
- Set execute permission
« chmod 755 db2jcc4.jar

20 Connect —



192.168.100.165 - PuTTY = 8

nsh-linux-traveler:/ # cd flocal/notesdatal/traveler/utils

nsh-linux-traveler:/local/notesdatat/traveler/util # 11

total &4

-ruxr-xr-x 1 notes1 notes 585 Hov 26 23:27

nsh-linux-traveler:/local/notesdatal/traveler/util # _/travelerUtil db set url=jdbc:db2://192.168.100.150:50000/TRAVELER

Using JDBC jar: fopt/ibmfsdominofnotes/latest/linux/Traveler/libssqljdbch.jar
Please enter database username: db2admin

Please enter database passuord:

Uerify password:

Checking database connection to: jdbc:db2://192.168.100.150:50000/TRAVELER
com.ibm.net.SocketKeepAliveParameters

Connection successful.

Database configuration settings have been saved.

Restart the server for changes to take effect.
nsh-linux-traveler:/local/notesdatad/travelerfutil # _/travelerUtil db show

Database Connection URL: jdbc:db2://192.168.100.150:50000/TRAVELER
notes.ini JDBC Driver Path: fopt/ibm/domino/notes/98818/1inux/Traveler/1ib/sqljdbck.jar
DB usern H db2admin

R KR E

raveler:/local/notesdatat/travelerfutil # .ftravelerUtil db check

Retrieving username and password from Traveler database.

Checking database connection to: jdbc:db2://192.168.1008.150:50000/TRAVELER
com.ibm.net.SocketKeepAliveParameters

Connection successful.

nsh-linux-traveler:/local/notesdatal/traveler/util # []

Connect

Use the same travelerUtil db
set url= command we know
from the initial server in the
pool

JtravelerUtil db set
url=jdbc:db2://192.168.100.161:
50000/ TRAVELER

Important

- You have to invoke the command
via “root” user

- ./'is needed for root to execute
scripts in the current directory if

not in the path ﬁ
1 —



192.168.100.165 - PuTTY

nsh-linux-traveler:/local/notesdatai/traveler/util # fetc/init.d/rc_dominod start live

Switching to notesi
Using Domino config File

fetc/sysconfig/re_domino_config_notesd

Removed Leoadion-Data */local/notesdatai/loadmon.ncf*
Starting Domino for xLinux (notes1)

done PID is 18862

--- Live console for notes1 —--

To close console, always

[18140:800802-3473942384]
s of valuable diagnostic
[18116:80802-2674374432]
[18116:000807-2496018176]
rectory does not contain
[10116:00007-24960818176]
[10116:00007-24960818176]
[10351:80002-2469226272]
[18351:80802-2469226272]
[18351:800802-2469226272]

type 'close’ or ‘stop’

27.11.2813 18:33:18 Warning: All Domino Domain Monitoring probes are disabled resulting in the los
information. Please configure DDM probes in events4.nsf. Assess DDM reports in ddm.nsf.
27.11.2813 1 8 Server started on physical node nsh-linux-traveler
27.11.2813 1 8 Error reading server information for name server: Server document in Domino Di
a network name {or one for this port)
27.11.2¢13 18:33:19 The Console file is /local/notesdatal/IBHM_TECHNICAL_SUPPORT/console.log
27.11.2013 1 9 Console Logging is ENABLED

Fault Analyzer started

Ho fault databases found on this server

Fault Analyzer shutdown

> [18116:80067-2496018176] 27.11.2813 1B 3 Database Server started

[18436:60802-1658898268]

27.11.2813 18: Index update process started:

[16423:00002-547505952] 27.11.2613 18:33:19 Database Replicator started
[106423:00002-547505952] 27.11.2613 18:33:19 Replicator is set to Ignore Database Quotas

[108438:00002-2673375008]
f the Domino Directory.
[18438:800802-2673375088]
[18443:800802-2611693344]
[18435:000802-1338160928]
[18626:00802-4178122528]
[18434%:00002-3932235552]

27.11.2013 18: Admin Process: nsh-traveler-@1/nashcom-traveler is the Administration Server o

27.11.2m3 H Administration Process started

27.11.2m3 DAOSHGR: DAOS is not enabled, nothing to do.

27.11.2813 Agent Manager started

27.11.2@813 AMgr: Executive '1' started. Process id "18626°"
27.11.2113 H Router: Mail Router started for domain HASHCOM-TRAVELER

Connect

In this case the free Nash!Com
start script is used

- Comes with an interactive
console option “monitor”



192.168.100.165 - PuTTY = B3 g

>

> 1o traveler

1o traveler

> [11696:00002-25703073608] 27.11.2013 18:33:58 Hotes Trawveler: Starting JUW with Haximum Hemory = 1824H based on maximum of
1/4 of physical memory (1824HM) or the Maximum HMemory Size specified in the server document (512H)

[11696:88802-25783087368] 27.11.2813 1 1 Notes Traveler: Server starting...

[11696:800802-25703073608] 27.11.2013 18:34:01,07 CSRF Init: iMNotes_WA_Security_ReturnUrlCheck> c_GSRFReturnUrlCheck: 1

[11696:88807-1235580672] 27.11.2813 18: a1 Hotes Traveler: WARNINE =system Address specified in notes.ini, NTS_HOST_IP_AD
DR=192.168.1608.166 is valid but is reported as not reachable.

[11696:00009-1235580672] 27.11.2013 18:34:01 Hotes Traveler: WARNING xsystem Hotes Traveler will be allowed to start using
this IP address, but you should verify network connectivity to the Hotes Traveler server.

[11696:00002-2570307360] iNotes Init: Credential Store Configuration not enabled, less secure mode.
com.ibm.net.SocketKeepAliveParameters

[11696:88802-25783087368] 27.11.2813 10:34:04 Hotes Traveler: Transfer has completed succesfully. Traveler will now start i
n HADR mode .

[11696:00802-2578307368] 27.11.20813 108:34:085 Hotes Traveler: Traveler Pool already has a client with version:8.5.3.0.281108
3080858

[11696:00002-2570307360] 27.11.2013 10:34:05 Hotes Traveler: Adding Client Installation Files (9.6.0.08.261383641537) to Dat
abase .

[11696:800002-2570307360] 27.11.2013 10:34:05 Hotes Traveler: Adding Client Installation Files (9.0.0.1.2813687181364) to Dat
ELELT-

[11696:88802-25783087368] 27.11.2813 108:34: 086 Hotes Traveler: Traveler Pool already has a client with version:9 8.281318|
151521

[11696:80802-2578307368] 27.11.2013 108:34:06 Hotes Traveler: Traveler Pool already has a client with version:9.8.1.0.281310]
291406

[11696:00025-1235580672] 27.11.2813 1 Hr Hotes Traveler: WARNING *system Status change from Green to Yellow: Seruver log
level is FINEST which can impact performance and should only be used for debugging. Reduce the log level using the command
tell traveler log level <newlevel}

[11696:880825-1235580672] 27.11.2813 18:34:87 Hotes Traveler: WARNIME =system Status change from Green to Yellow: Disk space
for flocal/notesdatal has 6 gigabytes free that is less than the threshold of 18.

[11696:80802-2578307368] 27.11.2813 18: a9 Hotes Traveler: Restarting HTTP server for configuration changes.

?> RESTART TASK HTTP >/local/notesdatad/remé3278.con

Connect

Starting the Traveler Task
brings the Server into HADR
mode in the same Traveler pool

In this case no users have been
configured on the new Traveler
server

- But existing users would be
migrated into the Traveler pool!

Note: Default settings from
LotusTraveler.nsf are only
copied from the first Traveler

server in the pool!



192.168.100.165 - PuTTY

> tell traveler wersion
tell traveler version

> [11696:00039-1123067648] IBH Motes Traveler 9.0.1.0 Build 261311221344

[11696:00839-1123067648]
[11696:80039-1123067648]
tell traveler users
tell traveler users

running on IBHM Domino server Release 9.8.1|October 14, 2613 on a Linux/64 (2 Processors) platforn|
using database schema 9.8.1.0.28130819

> [11696:000836-1123866368] Number of registered users: @

tell trawveler dbusage
tell traveler dbusage

> [11696:00036-1123866368] IBH Hotes Traveler Database Statistics

[11696:00036-1123866368]
[11696:80836-1123866368]
[11696:80836-1123866368]
[11696:680836-1123866368]
[11696:680836-1123866368]
[11696:000836-1123866368]

[11696:000836-1123866368]
[11696:00036-1123866368]
[11696:80836-1123866368]
[11696:80836-1123866368]
[11696:680836-1123866368]
[11696:680836-1123866368]

[11696:00036-1123866368]
[11696:000836-1123866368]
[11696:00036-1123866368]
[11696:80836-1123866368]
[11696:80836-1123866368]
[11696:680836-1123866368]

[11696:000836-1123866368]

Accounts: 6
Devices: 7
Total device documents: LU75
Device documents synced 3046
Device documents filtered: 529
Domino documents:

Percentage

Highest Total Usage

Documents
Daniel Hashed/MashGom/DE 1523
mobile/HashCom—Het 684

Ursula Hashed/Nashed-Family u7

cyber Spam/UiSol-Net [

Mail documents: 591
Highest Mail usage Documents

Daniel Hashed/MashGom/DE

Ursula Hashed/Nashed-Family 4,86

mobilefHashCom-Het 3,72 38 days

Calendar documents: 58

Connect

“Tell traveler dbusage” will
show top 10 users with highest
“usage”

Note: This is data from the
Traveler pool

- Even we are now on a brand
new server in the pool

- All servers in the pool share the
same data

- And serve the same users
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“Load Balancer”

= Now that we have two servers we need component in front of it to distribute the
requests

= Different types of solutions

= Load-Balancer/IP Sprayer
- IP based solution distributing/dispatching IP sessions on lower network layer
- Example: Websphere® Edge-Server, Many Appliances

= Secure Reverse Proxy with Load-Balancing Module
- Traffic is “forwarded” to multiple back-end servers with separate IP addresses

- Example: IBM Mobile Connect, Open-Source solutions like Apache with additional modules, Pound,
Many Appliances
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“Session Stickyness”

= Also called session persistence

= Once the Load-Balancer decided which back-end server to use, all further requests are
send to the same back-end server
- Back-end server selection is usually based on load
» Either number of connections, Round-Robin, etc
« Session is based on Source IP, Authorization Header, Session Cookie etc.
- Failover to another back-end server occurs only if the existing back-end server does not reply

= Session Stickyness is not generally required by Traveler
- All Servers can handle any request
« User has a back-end session on one Traveler servertasks
« HTTP Task/OSGI Servlet only “proxy” the request
- But depending on your configuration it could still make a lot of sense
- Back-end SSL Sessions should be always sticky because session-start/negotiation is CPU int
- Also cached users and user sessions work better with session stickyness
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Secure Reverse Proxy

= More flexible solution

- Filter requests — only allow for example /traveler requests
Redirect HTTP to HTTPS requests

- Only allow certain user agents

=  Terminates IP Connection in DMZ

- New IP connection from Reverse Proxy to back-end servers
- You can off-load SSL Traffic

* Usually network between Reverse Proxy and Traveler Servers is trusted / controlled by firewall

= Depending on your solution you can already authenticate the user
- Via LDAP against Domino directory

- Depending on the solution the basic authentication header (user/password) is passed to Traveler
- Some solutions like IBM Mobile Connect can create LTPA Session Cookies passed to Traveler
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Important Connection Requirements

HTTP 401 vs. HTTP 200 form authentication challenges

- You have to ensure that mobile devices are never getting a login form
Basic authentication header is required

= Your Proxy needs to be able to handle a high number of concurrent requests

- ActiveSync uses long held HTTP requests for push notifications
1.2 times the number of active users

= HTTP “OPTIONS” request type is required for ActiveSync
- a.) Needs to be enabled on Internet Site
- b.) And also needs to be allowed by Reverse Proxy!

= HTTP 449 (ActiveSync) must not be translated to a different HTTP response code

= Proxy should not only check if the server is reachable
- Best would be a check if a correct response is returned when invoking /traveler
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Proxy Settings

= Ensure External URL on the Lotus Traveler tab in the Server Document is pointing to
the URL defined in the Reverse Proxy

=  You might have multiple URLs from servers you are consolidating to the HA Traveler

Pool
- But this will work fine if the new and old URLs are handled by the Reverse Proxy and forwarded to

the servers in the pool
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Proxy/Load-Balancer Recommendations

= First check if you already have a solution in house for other purposes
- It's always better to benefit from existing skills and not reinvent the wheel

= |[BM Mobile Connect (IMC) is a great solution
- You can already authenticate user on the Proxy
- Uses LTPA token to authenticate the user against the Traveler Server HTTP stack
- Current versions have been designed for Traveler and also other products like iNotes
- Client License for IMC is already included in your Client License
* You only need to license the server part

=  Some MDM solutions (e.g. Mobilelron) have their own proxy
- If this is a EAS Proxy it often does only support ActiveSync
- Android, Companion App and Todo App on iOS use SyncML
* Good news: Current version of Android client and iOS apps integrate well with Mobilelron
- But you have to license their “AppConnect” (Application VPN)
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POUND - REVERSE-PROXY AND LOAD-BALANCER

= Reverse proxy, Load Balancer and HTTPS front-end for Web server(s)
= Distributed under the GPL included for example in OpenSUSE

= Very small and easy to configure

“Pound is a very small program, easily audited for security problems. It can run as setuid/setgid
and/or in a chroot jail. Pound does not access the hard-disk at all
(except for reading the certificate)”

= Can be configured in a couple of minutes

= Reference
- Wikipedia: http://en.wikipedia.org/wiki/Pound_(networking)
- Homepage: http://www.apsis.ch/pound/
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POUND - REVERSE-PROXY AND LOAD-BALANCER

= Pound does already what we expect from a normal “Secure” Reverse Proxy

- Reverse-Proxy: Passes requests from client browsers to one or more back-end servers

- Load Balancer: Distributes requests from the client browsers among several back-end servers,
while keeping session information.

- SSL wrapper: Decrypts HTTPS requests and pass them as plain HTTP to the back-end servers
- Fail Over-Server: Should a back-end server fail, stop passing requests to it until it recovers.

- Request Redirector: Requests may be distributed among servers according to the requested URL

= Restrictions:
- Cannot connect to HTTPS back-ends — so it is only “secure” for internet facing traffic
- Cannot authenticate users — so no way to check authenticatio retries at gateway level
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Install Pound

. YasST2 & & &
] Install “Pound” and W Configuration Dependencies Options ;gtras Help

. - | Wiew v'||8garch‘|BPM Groups Installation Surmmary Ao
Documentation via YaST® — —
pound v | Searc | v i Package Summary ‘Installed (Available)
+ pound Reverse-Prox.. (2.6-6.1.3)
Search in + pound-doc Doumentatio... (2.6-6.1.3)
“ ” 1 python-pmw High-level co... (1.3.3-2.1.2)
- SeaCh fOI' Pound + Name ] tewlive-chemcompounds Simple cons... (2013.72,5vn15878-11.]
) Keywords [ texlive-chemcompounds-doc Documentati.. (2013.72.svn15878-11.]
- > 2 ] texlive-chemcono Support for ... (2013.72.1.3svn17118-]
SeleCt the tWO paCkageS | Summary [ texlive-chemnum A method of ... (2012,72.0.0.6asvn300;
“ ” . = "= . ;
PreSS Accept to Insta” ™ Ferc ] texlive-tabularborder Correct inde... (2013,72.1.0asvn17885
| RPM "Provides"
. T | RPM "Reguires”
- This will install Pound and e et :
already create a Linux user L .
and group “pou nd” Search Mode: . [Dgscription]'_l’echnical Data Dependé.hcies \ersions File List Change Log
|_ Contains '_| pound - Reverse-Proxy and Load-Balancer
The Pound program is a reverse proxy, load balancer and HTTPS front-
H . Case Sensitive end for Web server(s). Pound was developed to enable distributing the
- AISO generated baS|C Conflg _ load among several Web-servers and to allow for a convenient SSL

wrapper for those Web servers that do not offer it natively

file letc/pound.cfg

| Cancel || Accept |
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SSL Certificate for HTTPS

For a larger Secure Reverse Proxy with multiple hosts a wild-card certificate can

make sense

More expensive than a single server certificate but you only have to manage one certificate
Without Wild-Card certificate you would need a separate IP address for each hostname

A wild-card certificate can handle many hosts with just one IP address and dispatch based on the

hostname (HTTP 1.1)

= For testing you can create your own certificates

- OpenSSL is installed on Linux by default
- We will create a certificate for testing in very simple steps
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Generate Certificate using OpenSSL

=  mkdir /etc/ssl/wildcard.nashcom.loc

» cd /etc/ssl/wildcard.nashcom.loc
- Create new directory and switch to it

= openssl genrsa 2048 > host.key
- Generate key

= openssl req -new -x509 -nodes -sha1 -days 3650 -key host.key > host.cert
- Generate certificate.. will ask for organization details and Common Name (CN)
- For wild-card Certificate use something like *.nashcom.loc for CN

= openssl x509 -noout -fingerprint -text < host.cert > host.info
- Get fingerprint from cert

= cat host.cert host.key > host.pem

chmod 400 host.key host.pem
- Put cert and key into pem file and change the permissions to read-only for owner (root)
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nsh-opensuse:/ # mkdir /etc/ssl/wildcard.nashcom.loc
nsh-opensuse:/ # cd /etc/ssl/wildcard.nashcom.loc

nsh-opensuse:/etc/ssl/wildcardx.nashcom.loc # openssl genrsa 2048 > host.key
Generating RSA private key, 2048 bit long modulus

e is 65537 (0x10001)

nsh-opensuse:/etc/ssl/wildcardx.nashcom.loc # openssl req -new -x509 -nodes -shal -days 3650 -key host.key > host.cert
You are about to be asked to enter information that will be incorporated into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.

There are quite a few fields but you can leave some blank For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [AU]:DE

State or Province Name (full name) [Some-State] :NRW

Locality Name (eg, city) []:Hilden

Organization Name (eg, company) [Internet Widgits Pty Ltd] :NashCom
Organizational Unit Name (eg, section) []:IT

Common Name (e.g. server FQDN or YOUR name) []:*.nashcom.loc

Email Address []:nsh@nashcom.loc

nsh-opensuse: /etc/ssl/wildcardx.nashcom.loc # openssl x509 -noout -fingerprint -text < host.cert > host.info

nsh-opensuse:/etc/ssl/wildcardx.nashcom.loc # cat host.cert host.key > host.pem
nsh-opensuse:/etc/ssl/wildcardx.nashcom.loc # chmod 400 host.key host.pem
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ListenHTTPS

= Basic configuration Address 192.168.100.151
- Listens on HTTPS (443) IP 192.168.100.151 :;;;:UISL "ok
- Allows “Options” requests (xHTTP 2) Cert "/etc/ssl/wildcard.nashcom.loc/host.pem"
- Uses our SSL certificate we just have created S on ntementar | /serviet, traveler) .4
- Only allow Traveler Requests BaCkigjress 192.168.100.161
POJI:‘t ) 80
- Same priority for both HTTP Backends mna o ®
. 192.168.100.161, 192.168.100.166 P address 192.168.100.166
- Session Stickyness based on Authorization header besority o
- TTL for the idle session 1 hour o on
Type BASIC
= Configure and start via maa

- viletc/pound.cfg
- /etc/init.d/pound start
= Done!

Connect
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Multiple Ways to migrate to Traveler HA

= Migration to Traveler HA is very flexible
- Multiple options depending on your source and target configuration

= Migrate existing Servers from Standalone to HA

= Bring additional servers into HA pool — take over the additional users
- Be aware default settings are only copied from the first server

= Introduce new Traveler server into pool

= Start with an empty brand new Traveler HA server with test users
- Later Migrate additional server(s) and users into the pool

= Consolidate multiple Traveler servers into a single Traveler HA pool
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Best Practices Migrating to Traveler HA

= Keep your external server URL
- Else you need to re-configure all devices
- You might have multiple external URLs from existing servers
- Have one default URL

= You should keep the external IP address
- e.g. take the external IP address of your Traveler server and assign it to your Reverse Proxy

- If you cannot keep the external IP address (e.g. different network segments etc) be aware that
changing DNS entries might take a while to distribute to other DNS servers and mobile devices

 Reduce TTL for the Domain
* You might still need to restart the network of your mobile device
- TIP: Switch to airplane mode and back
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Traveler HA — Commands and Changes

=  Administration of a Traveler HA Pool is done via
- XPages based Web-Admin interface
- Tell Traveler Commands

= New HADR Commands
- Commands specify to HA functionality

= Existing Commands work different in detail
- You can invoke commands from any server in the pool and send the command to multiple servers
« > Usage: tell traveler [-s (<serverName> | * | *-)] <command>
- Where: -s is an optional parameter to send the tell command remotely.
- Use <serverName> to send the command to a specifically named server.
- Use * to send the command to all servers in the HADR pool.
- Use *-to send the command to all servers in the HADR pool except the local server.
- User information, security information etc is managed centrally in the relational database
 Can be queried from any server
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Traveler HADR Command

tell traveler HADR Show
- Show the high availability and disaster recovery status

tell traveler HADR Ping <server>

- send a "ping" to the specified server and indicate whether a response was received or a timeout
occurred.

tell traveler HADR PingServlet <server>

- send a "ping" to the servlet port on the specified server and indicate whether a response was
recieved or a timeout occurred.

tell traveler HADR Delete <server>
- remove the database entry for the specified server if that server is offline

tell traveler Available <on/off>
- Enables/Disables this Traveler server from the HADR Pool.
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Traveler HA — Bind Command

Bind Command is used to bind a Traveler User to a specify server

- Used for testing new versions or troubleshooting
Important: Users bound to specify server will not failover!

= Tell Traveler Bind Enable <userid>
- Binds a user to the server the command is issued on

=  Tell Traveler Bind Disable <userid>
- unbinds a user to the server the command is issued on

= Tell Traveler Bind Show
- Shows users bound to the server the command is run on

= Tell Traveler Bind Showall
-+ Shows all user/server bindings in the cluster
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Password Security

= Strong requirement
- Limit the number of login attempts!

- If your Secure Reverse Proxy handles authentication the server should be configured to limit login
attempts with wrong passwords

If Domino HTTP checks the password enable “Internet Password Logout”
« Configured in Configuration Document/Security Tab

. Configuration Settings : *
« Set a reasonable lock expiration g g

Basics | Security | Client Upgrade | LDAP | Router/SMTP | MIME |

- Don't set the “Tries Allowed” too low

. 12-15 is a good value Enforce Internet Password Lockout:

) v Lockouts
Log Settings:

¥ Failures
- Specially Apple Devices tend to retry the old password Default Maximum Tries Allowed: 12,
multiple times before prompting for a new password DefaullLockout Expirafion: 304 Mintes s
Default Maximum Tries Interval: 60, Minutes ;=

« Specially an issue for users with multiple devices
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Traveler Server Sizing

= Traveler HA Server “Node”
- 4 CPU Cores, 8 GB RAM below 1000 devices
- 8 CPU Cores, 16 GB RAM above 1000 devices

- Maximum planned users after failover — 3000 devices
- Number of Traveler servers depends on number of servers that can be offline at the same time
« | would always plan for 2 extra servers instead of 1 to distribute the load to more servers

Guidelines for determining the number of Traveler servers needed for HA:

Formula: (# of devices/ (n-1)) = 3000 devices,
where n is the # of Traveler servers needed for failover planning

« For 12000 devices with planning for up to one offline server:
(12000/(n-1)) = =3000
1200043000 = = n-1
4 +1 ==n; therefore the # of servers needed is &

« For 12000 devices with planning for two offline servers:
(12000/(n-2)) == 3000
1200043000 = = n-2
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DB2 Server Sizing

= DB2 Server
- Maximum of 10000 devices in a Traveler server pool
- Separate disks for Database and Translog
 Separate VMDKs, RAID10 disks

Table 4. Hardware requirements per database server

Number of devices [CPU Memory |Disk drives |Disk drives
in Traveler Service Cores (GBs) [|for Traveler [for

Pool DB Transaction

Log

Up to 4,000 4 16 6 4

4,000 to 6,000 4 16 6 4

6,000 to 8,000 4 16 6 4

8,000 to 10,000 8 32 8 4

10,000 to 12,000 8 32 8 4

= For more details check
- http://www.lotus.com/ldd/dominowiki.nsf/dx/IBM_Notes_Traveler_9.0_in_High-
Availability_Configuration_Performance
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Configuration Best Practices

= Notes.ini NTS_HOST_IP_ADDR =192.168.100.150

- If you server has multiple IP addresses you should set the IP address

- By default Traveler uses the first IP address found
 Loopback IPs are skipped

= Startup when multiple IPs are present

30.12.2013 10:11:12 HTTP JVM:
30.12.2013 10:11:12 HTTP JVM:
30.12.2013 10:11:12 HTTP JVM:
30.12.2013 10:11:12 HTTP JVM:

s Connect2014
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535
537
538

[Traveler-InitConfig]
[Traveler-InitConfig]
[Traveler-InitConfig]
[Traveler-InitConfig]

INFO
INFO
INFO
INFO

Multiple host addresses were found:
192.168.100.167
192.168.100.166 (Selected)
192.168.100.165




Tuning Domino SSL

= Best Practice is to avoid HTTPS / SSL and offload to Secure Reverse Proxy
- Butif you have to use HTTPS tuning HTTPS makes sense

= SPR# SFPNGY9ET56
- SSL_SESSION_SIZE=3000

« Added the new Notes.ini variable (SSL_SESSION_SIZE) that can be used to set the default
starting size of elements in the SSL session resumption cache. Increasing the size of this
variable will result in a lower incidence of elements being reallocated on the fly in order to hold
large X.509 client certificates, but will also consume more memory.

- SSL_USE_ADDSESSION2=1

« Beginning in 8.5.2 Fix Pack 3 and 8.5.3, there is a new notes.ini SSL_USE_ADDSESSION2.
If set SSL_USE_ADDSESSION2=1 implements a new version of the SSL_ADDSESSION
routine that resolves some stability issues.

- SSL_RESUMABLE_SESSIONS=n

« Default for stored sessions is 50. you should increase the value (e.g. at least 200-300)
= Connect2014




Tune HTTP Threads

- Default Number of Threads Basics ] Security] Foris... ] Server Tasks.. ] Internet Protocols...

- Domino 32bit = 100 Threads HTTP | Domino Web Engine | DIOP | LDAP |
- Domino 64bit = 400 Threads

= You should have 1.2 the number of Host name(s). nsh-traveler-01.nashcom.loc
connected devices Bind to host name: Enabled
DMS lookup: Disabled

DNS lookup cache:  Enabled
DMS lookup cache 256

size:

DMNS lookup cache 120 seconds
found timeout:

DMS lookup cache not 240 seconds
found timeout:

Mumber active threads: 400
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Increase Session Limits and Cache Expiration

Basics ] Security] Ports... ] Server Tasks.. ] Internet Protocols... l MTAs. . ] Miscellaneous | Trans

Increase maximum active sessions

- Should be the number of concurrent devices
on your server

HTTP | Domino Web Engine | DIOP | LDAP |

This section does not apply as "Load Internet configurations from Server\nternet Sites documents'

» |ncrease maximum cached users

- Should be the number of concurrent users
On your Server Maximum active sessions: 1000

= Increase cached user expiration interval

- ShOUId be at |eaSt 1 hOUI' Does this server use 157
Protacol:
Host name:
= That's one more good reason to have B il
session stickyness
Maximum cached designs: 128
Maximum cached users: 1024
Cached user expiration interval: 3600 seconds
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Traveler Memory Size

= Default Memory Size for Traveler
- 32bit=512 MB
- ©64bit=1GB

= You should check how much memory is needed over time
- “Tell traveler memory”

Basics ] Securitﬂ Pors... ] Server Tasks... InternetF’mmcnIs...] MTAs... ] Miscellaneous | Trans:

Maximum Memaory Size: 1024 MB
IPC Socket Ports: E25 50126
External Server URL: hitps://nsh-traveler-clusternashcom. locftraveler
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Tell traveler memory

tell traveler memory
CPU and Memory (MB) Usage History
Date CPU Pct Java Mem

2013-12-29 18:17:13 CET
2013-12-29 18:32:14 CET
2013-12-29 18:47:14 CET
2013-12-29 19:02:14 CET
Current Memory Usage
Java Memory Usage
Max Total 1024 MB
Current Total 104 MB
Free 946 MB (92 percent of Max Total)
Allocated 78 MB (8 percent of Max Total)
C Memory Usage
Allocated 439 MB (10 percent of Total Physical)
Current Usage
Java 78 MB
o 439 MB

Connect
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# Errors
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Traveler Sync Limits

= Traveler Performance highly depends on

- “Size” of Mail Databases and even more important number of documents!
- Sync Filter “Days”

= This also will result in different size of the Derby DB / relational DB
- Each synced document for each device results in an entry in the DB

= Example:

- 850 users with 500 MB mail-quota — Derby-Db size 1 GB
850 users without quota (average size 2GB), no filter limit — Derby-DB size: 5 GB

- 2000 users without quota (aberage size 1,5 GB), filter limit 365 days — Derby-DB size: 4 GB

= It's highly recommend to set a maximum reasonable filter limit
- 365 days, 180 days, 90 days?
- This will also reduce the time needed for migrating from
local Derby to remote DB2/SQL Server DB !!!
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Filter Limits

= For Android limits can be enforced by the
application

. . . __— Notes Traveler Device Settings : Default
= For ActiveSync based devices filter limits >

have to be enforced on server level Basics | Preferences | Assignmen |
- You can Only set a maximum limit for a_” Sync | FilterSettingS] Device Settings | Security Settings | Device Access
devices on server level
* This includes Android devices Email Body Truncation: W Enabled "5K [ Lock value on device
- User can still set lower limits on device e TR
- Set in Traveler Default Settings DOC Email Attachments: ¥ Enabled I Lock value on device
Email Attachment Size: T100 4=1 KB ™ Lockwvalue on device
Email Date Filter: v Enabled “1Monthy=1 [ ELocl-cvaIue on deviceé
= jOS device users often set their filter to [ Fiter Limit 730, w1 Days
“unlimited” Email Imporance: [~ HighTmporance Only 1 Lock value on device
- Because there are only a few choices in the
Apple Ul
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tell traveler dbusage

IBM Notes Traveler Database Statistics

Accounts: 5

Devices: 7

Total device documents:

Device documents synced:

Device documents filtered:

Domino documents:

Highest Total Usage Documents Percentage

Daniel Nashed/NashCom/DE
mobile/NashCom-Net 28,22

Mail documents: 552
Highest Mail usage Percentage EMail filter

Daniel Nashed/NashCom/DE
mobile/NashCom-Net 3,99

Calendar documents: 49
Highest Calendar usage Percentage

Daniel Nashed/NashCom/DE
mobile/NashCom-Net 2,04

Contacts documents: 1447
Highest Contacts usage Documents Percentage

Daniel Nashed/NashCom/DE unlimited
mobile/NashCom-Net 38,91 unlimited
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Attachment Limits

=  When sending attachments > 8 MB you have to increase the HTTP Limits
- Default is 10 MB but with Base64 Encoding the size is 8 MB
- Increase both limits
* Request Content in Server Doc / Internet Protocols / HTTP
» Maximum Post data either in Server Doc or Internet Site Doc / Domino Web Engine

Maximum URL length: 4 kilobytes
Maximum number of 64

URL path segments: Maximum POST data o000
: (in kilobytes):
Maximum number of 48 File compressionon  Disabled
request headers: upload:
Maximum size of 16 kilobytes
request headers:
Maximum size of 10000 kilobytes (specify 0 to allow unlimited content)

request content
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Antivirus Checks

= By default all mail is send via Mail Server

- If Mail Server has no antivirus you can force outbound mail to a gateway Server
- Notes.ini NTS_OUTBOX_ MAIL_SERVERS= <Notes Server Name1>, <Notes Server Name2>

= There is still a gap for sent messages which are stored in mailfile
- But you can control if attachments are saved
« NTS_SENDMAIL_SAVE_OPTIONS=user (Default)

- Mails are saved if configured in calendar profile
NTS_SENDMAIL_SAVE_OPTIONS=never

- Sent mail is not saved
NTS_SENDMAIL_SAVE_OPTIONS=always

- Sent mail is always saved
NTS_SENDMAIL_SAVE_OPTIONS=noatt

- Sent mail is saved without attachment
NTS_SENDMAIL_SAVE_OPTIONS=always,noatt

- Options can be combined
ir Connect2014




Adaptive Initial Sync (AlS)

= New in Traveler 9.0.1

= How it works

- When new device makes first sync request to the IBM Notes Traveler server, AlS gives them a
constrained filter window for mail and calendar documents

- By default all mail since midnight and todays and future calender events

- Users in this state will continue to receive new mail and calendar invites
- They will be promoted to their normally configured filter window if and when server load allows for it

= Why

- Helpful in situations where the Traveler DB has been corrupted and must be dropped or a lot of
users are being on-boarded simultaneously.

It will help the server keep users up to date with new mail and calendar events while working to get
them caught up on their data without overloading the server
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Adaptive Initial Sync - Configuration

NTS_AIS_ENABLED (default = true)
- Determines if the server should use adaptive initial sync logic.

NTS_AIS_INITIAL_FILTER_DAYS (default = 0)

- Number of days back in the initial filter window
(0 = today (midnight), 1 = yesterday (midnight), and so on...)

NTS_AIS_Al_THRESHOLD (default = 40)
- The availability index that the server must be above to allow promotions.

NTS_AIS_Al_PROMOTION_BIAS (default = 10)

- Sets how much to bias the Al for each promotion
(to determine if it is possible to do more promotions).

NTS_AIS_CHECK_INTERVAL (default = 60)
- Number of seconds between checks for users to promote.
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Adaptive Initial Sync

= Recommendations
- Keep it enabled. Very nice and important new feature
- Also helps in normal scenarios when users first sync to give them most important data first
- You might want to increase the filter days to sync since yesterday midnight
* Notes.ini NTS_AIS_INITIAL_FILTER_DAYS=1

= Console Commands for AIS

- tell traveler AIS show
» show adaptive initial sync status

- Tell traveler Promote <user>
« promote a user to normal sync state
» Very useful for VIP users
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Troubleshooting

Tell Traveler user <username>
- Very useful to see the current status of an user

= Access Status for Traveler Server and User
- Use and server need “Manager” rights including delete

= Current Master Server
- Traveler server currently holding the back-end sync session for the user

= Encryption status
- ID Vault error message is normal, when ID-Vault is not enabled for 3™ Party Applications

= Last Sync/PrimeSync Time

= Device and Device Status Information
- Separate Entries for all devices
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tell traveler user nsh@nashcom.loc
> IBM Notes Traveler has validated that it can access the database mail/dnashed.nsf.
Monitoring of the database for changes is enabled.
Encrypting, decrypting and signing messages are not enabled because the Notes ID is not in the mail file or the ID vault.

Canonical Name: CN=Daniel Nashed/O=nashcom-traveler
Internet Address: nsh@nashcom.loc

Home Mail Server: CN=nsh-traveler-03/O=nashcom-traveler
Home Mail File: mail/dnashed.nsf
Current Monitor Server: CN=nsh-traveler-03/O=nashcom-traveler Release 9.0.1
Current Monitor File: mail/dnashed.nsf
Mail File Replicas:
31.12.2013 17:04:58 Server nsh-traveler-03/nashcom-traveler reported the following problem causing authentication to fail: User's policy does not allow
password authentication with the ID vault. Password has not been reset.
[CN=nsh-traveler-03/O=nashcom-traveler, mail/dnashed.nsf] is reachable.
ACL for Daniel Nashed/nashcom-traveler: Access=Editor Capabilities=create,update,read,delete,copy Missing Capabilities=none
ACL for nsh-traveler-03/nashcom-traveler: Access=Manager Capabilities=create,update,read,delete,copy Missing Capabilities=none

Notes ID: Mail File does not contain the Notes ID.

Auto Sync User State: Monitoring enabled

Adaptive Sync Applications: No applications in adapted state.
Last Prime Sync: Tuesday, December 31, 2013 5:04:25 PM CET
Banned Documents: 0

Devices:

Device ID: 736030769B7C74714625D335C88F6FDB

Device Description: WIN8:WinPC/8.0

Security Policy Status: No policy

Security State: Clear

Approval State: Not required

Last Sync: Tuesday, December 31, 2013 5:04:27 PM CET

Auto Sync Device State: Active

Auto Sync Connection State: Connected at Tuesday, December 31, 2013 5:04:27 PM CET
Auto Sync Applications to Synchronize: folder, mail, calendar, contact, serviceability, security
Auto Sync Change Flags: clear
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Troubleshooting

Central Log Directory per Server
- IBM_TECHNICAL_SUPPORT/traveler/logs

= Enable Logging per User
- tell traveler log adduser finest <username>
- tell traveler log removeuser <username>

=  Dump user information
- tell traveler dump <username>

= Collect Information for a PMR and upload
- tell traveler —s * pmr <pmr_number> (collects information from all traveler servers in the pool ;-)

= [f you cannot do that use the following
- tell traveler systemdump + tell traveler log collect
- Check IBM_TECHNICAL_SUPPORT\traveler\logs\<timestamp>
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Reference - Traveler Administration API

= New in Traveler 9.0.0.1

= REST Base API

- IBM Notes Traveler Administration service provides a set of REST-based APIs for interacting with
IBM Notes Traveler administration data. Built upon Domino Access Services, the IBM Notes
Traveler Admin Service receives requests and sends responses using HTTP and HTTPS protocols.
These APIs are supported in on premises stand-alone and high availability configurations, as well
as supported in the IBM SmartCloud

- The intent is for Mobile Device Management (MDM) providers to be able to leverage these APlIs in
order to manage mobile devices registered with IBM Notes Traveler. Additionally, these APIs can be
used by any IBM Notes Traveler customer needing to build additional reporting or administration
tooling

- Can also be used to write own applications and integration with your existing procedures

= PDF containing all information about the REST API
- www.lotus.com/Idd/dominowiki.nsf/dx/IBM_Notes_Traveler Administration_API
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New Business Partner Application for Traveler

Administration

= Brand new application in the app store IRt ke ———
pub"shed today By midpoints GmbH
Open iTunes to buy and download apps.
- https://itunes.apple.com/en/app/midpoints- —

traveler.rules/id797055206?mt=8 t iR
\. elve an off me‘cnu [J £3

access to all mobile devices, users and servers that synchronize through your [BM

= Connects directly to your Traveler
server

= Basic version with limited functionality
is free ;;:“;
- One Traveler pool
- 25 Users Rgﬁ; pomionh
- View Only
- All that can be one without separate e oo,

This app is optimized for

software on Traveler server is included — e s s ==

« Additional functionality via in app ——— Deviosd oo M
purchase T

o Connect2014

View In iTunes

overview of all servers in an |BM Notes Traveler High Availability environment

r ents can be queried and managed simultaneously.

istrators and not for IBM Notes Traveler end user. For its use you must have the




Thank You!

Your feedback is important!

* Access Connect Online to complete your session surveys using any:
- Web or mobile browser or Connect Online kiosk onsite

* Questions?
— Now, after the session or via email
— Find me at my 64bit session on Thursday or at the Linuxfest V afterward

Daniel Nashed
nsh@nashcom.de
http://blog.nashcom.de
http://www.nashcom.de
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