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Sacura e-rrail (Noias [ Siepjclzirels)

STAt abput the same time SMiEwas defined; PRIwas
developed. BKI(EPublic keylnirastructure) s alsecure
system o a trusted third pardyA(knewn as a ECertificate
Authorty o CA) Lo providedigital rdentties Lo Users and
SEervers and to pulklishitheserdentties using Xes09Va
digialfcertificates.

Y Theldentity, consists ofian asymmetricallkey pair: alPublic

Key that anyoene can use (thus the'name) and aunigue
EPrivate Key knewn enly/ te the user.

¥ This digital identity can then be used/to exchange text
securely by encryption using the key: pair;
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Iertareizls of Lotis Netas Sactra o=zl

o NGIes USES | a pPuUlIIC and privaterkey setite encryptand decny/pt
data, aswelllas toyvalidate digial signatures.

o e puklicandiprivate keyin arset arelmatiematicallyirelatea
[0 eachietnerandare uniquetoyourUserniis}

& Your publickeyis steredinyoeur-Neles Certificates Yaur,
certificateis;stored inyour-userlDrand thie Demine Directory:
Your private key s steredionlyimyoeur User (.

& Beagple canencrypt:data they sendiyou by usingithe public key
from yoeur. certificate’lecated in the Demine Rirectany: When\you
receive encrypted data; your private key/inyour,userlD
decrypts the data.
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SECUIEETANIEWEETINNGLES
INERENERCR/PLEANTIEN)

o Notes te Notes

¢ Easy
M Sendamessageirom Jeete viike
“ Public/EPrivate key system
® NativeNotes PKi
o Notes to nen-Notes
¢ Not'as easy.
M Send amessage from Bubbate Mike

% Again Public/Brivate'system
® Standards based/PKi
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Sacura =-\Vel Lariclseaioe

Adoptation rate of S/IMIME for Internal Mails is currently only aboutlu
5%-10%

Business requirements for secure mail are confirmed for many B2
and B2C S/MIME scenarios

PKI adoptation rate is still far behind market expectations and

therefore use of S/IMIME for B2C is restricted
S/MIME based secure email is still not as easy to use as it could be

Many news vendors are trying with innovative new solutions to
make it easier and accessable to end users

Only a few companies have deployed S/MIME based security
solutions with customers and business partners. Most of them are
still using either PGP or WINZIP encrypted file attachments instead

to transfer secure informations.
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Boundary Functions for AV,
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Boundary - to
End User

Boundary Functions for AV,
control, span, compliance
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Boundary Functions for AV,
control, span, compliance
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Boundary - to
alternative
delivery

Decrypt, encrypt

Boundary Functions for AV, Alternative delivery services
control, span, compliance webmail

LOt u SI2 005




End -to - End

Boundary - to
End User

Boundary - to -

boundary

Boundary - to
alternative
delivery

Internet

Recipient Boundery

Trusting of boung

aries

Decrypt, encrypt

ecrypt
Read

Plain Text Mail N

lotification <:
>

encrypt d

M <

—

Decrypt, encrypt

Alternative delivery services

webmail

Lotu 5@}!00 5




Notes Secure Mail Backgrounder

Secure E-Mall Landscape

Notes/Domino CA Features and Processes

Some Important Domino X509 and S/MIME Processes
Demo

Other important PKI Vendors

S/MIME Plug-ins and Gateways

Lessons Learned

Lotusl—" 005




DOIIIIENEA

8 SEnverhased Certificater AUtnerLy,
¢ [mplementedias senventask
& SIgns certificatesViatAdmim4

o EnMhanced Secunty

& Admins donitrneed/acCess o) CErtilien|Ds & passwoerds

& Certifiers canhe password protected mdividually ereasia

group
& llamper-resistant auditing of all'activity

e Vlanagesilisteffadministratorss whe)canapprove
certificate reguests; (RAS)

e Vianages hoth Notes and X.509 certificates
e Publishes CRLs, supporis COP
8 SUPPOItS X.509 eXtensions
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Rloyrrline) CA - Pro)eassas

o Admiminsi(Adminpistration ReYUESLS)
& NeWw Admim ProCess REGUESIS
¢ Create' bomine CA
& Configure Certificater Autherity/Puklication
¢ Siore CA Ealicy/Inferin Roemine; DIirectory
¢ Modify/ CA Configuration in' Doemimao; Directory
¢ Recertify/ CA In Doemine Rirectory,
& Slore Certificate’ in' Domino, or; LIDAR Directary
¢ Store CRL in'boemmoe or LDAR Directarny,
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Important Processes

DN EAT=NIESKS

e Cerlificate AutheniyA(ECAYiask

¢ Vianages Certificates
& Certifies

m Users

M| SEervers

W Certificates
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‘Important Processes

Doirio CA — Cari oV Vel Process

o niermet Certificates canherequested tiiruremat.
& s Iste ensurenntereperanlitywitiitotus ierWoerkplac
(EWEZ:0)
8 Selup:
¢ Nake certreqg.nsidatanaseiaimali=inaatanase
¢ Emall request:must:helin aispeciiciormat

¢ Email request: must be precessed/ by anadministratoriiitne
certreq.nsfadatabase; thiswill'convertthe'emall reguestiniieia
certificate request

Certificate requestwillffellew certificate process I pPrevieus
slide

Certificate (with the reot: certificate) willlbe sent: hackdatie
sender

Lot u SIE 005




DWA ziriel Blepninie) 7

o SIMIME encryptlion and decryplionavarabletiireugniwen
reWSET:

o' Users canmveriyan SIMIME sighaturereia receved message:
Usersiwhoe haveian xXésevicertificatenitienmailiie=hasead
Notes IDrcandecryplirecenved SIMIMEmessages asiwelllas
SIMIME SIgnimessages they/send:

o QUIgeIng messagesican ber'SIMIME encrypied ierRrecipients
whoethave an X.509 certificate i the: Demino; Rirectorny er WA

CONACIS,

& Note'thatiforan X509 certificate te be used by DWA; antinternet
crass-Ccertificatermustbe Issued from the User:s erganizational
certifier;to the certificate autnarity/ that issued the: X509
certificate.

& 1S Internet cross-Ccertificate: mustbe presentin the Demino
[Directory.

o Programmatic mterfaces for manipulating secure ematl
@ 3rd party/vendaors can hoeokinte ARI
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Qifigr lmmoorient 4509 Procassas

o [iefellewing stepsiand processesiwillfleerexplamed ori
next siides;

¢
¢
¢
¢
¢
¢
¢
¢
¢

Requesting Xe0vicertificateler:Noeies Glieft

Reguesting browserinternetEertificate
Automatedxs09issuance o SIMIME Gertificates

Set up Noetes Elienttor: SIMIME

Prepare Notes Client:with certificates fer SIMIME

|ssue Crass-certificatefor;encrypted SIMIME messages
Importing Internet.certificates

Exporting Internet certificates

Adding user X609 certificates ta tne: Domine; DIrectary.
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Nacjuasrine) £309 carijfjezirs
for Noras ¢ljap

o o) ohfamaninternet Certificatefar: Internet Certificate
yourNeies Gliential oW the chari:en
tierigntside; CA approves request

ADMINP adds the
Internet Certificate to
the users person
document

User merges the
Internet Certificate into
his Notes ID file

O
Lotus'MS




REYUESHINENIGVWSEY:
2509 eartjfjeziis

OpenCertificate
RequestApplication

. Usehttpstoconnect
® [0 ohtam a browser Internet

CertificaterfolloWine chart-enine p——
I’Ight Slde. Cerqtificate

Enterthefollowingdata

Click
SubmitCertificate
Request

o
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ENVISIESN

Racuasiire) rnliiols o)

2509 carijfjecaias

Select the users which need
an Internet Certificate

. J TO Issue mUItIpIe X509 Select Action Add Internet
. cert to selected People
User; certificates at:ernee
0llOW/LIE PrOCESS as e o 0 comest

descried enithe nghtside.
certiricates It require

Add Internet Certificate to Add Internet Certificate to
Person record request added J8 Person record request added
in the Admin Request DB in the Admin Request DB

4 ADMINP updates the
‘\ " person documents

Notes Client downloads the
internet certificate file in the
Notes ID file

- %5,
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Siactifie) of Noias ¢ljap)
for SAIWVIE tse

e o enablera Notes clientito
use'SIMIME preceedias
fo)lle))/ss

Recipient Internet
certificate needs to be
available

Cross certificate for
either recipient or
recipients CA must be
available in personal
address book

Internet certificate must
be available in ID file of
the ,,sender*

ient settings need to
be correct (mail
settings and location
document

00
X,
Lotus'zm




Nercions o Notas alian):
for S/VINVIE tise

o G prepare aiNeies;clientto
peabletoderSIMIMEWIL
external parties:

Setup the domino CA
and ADMINP on the
server

CA adds a trusted root
certificate to the
Domino Directory

Notes client creates a
cross certificate in the
personal address book

Request an Internet
certificate

QI
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Issua -Cartjficzia for
SIMIMIE s

b Client need to receive a
e i0add aninternet certificate signed SIMIME

andicrass certificaterfoSIMIME message
USE!

Client need to cross
certificate either the
author or the CA

Select add the author

Internet certificate to

add it to the personal
address book
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linoortine) 4509 carijficaiias

o 10 IMport certficales; using tie
admin client:

Select end user and
open person document

Import Internet
Certificate

Enter the following data

Select Action
Import Internet
certificate

--%9],
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idi
Internet certificates

=oortine] 4509 carijficaiias

o 10 exportintermnet Certificates
usingitherAdmin client:

open person document

Select Action
Export Internal
Certificate

Enter the following data

Select Action
Export Internet
certificate
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Aclelirie] 4509 carijfjcziias e
e Dol cliraciony

Open Domino
Administrator Client

e [0)add Certificates to the
[DEMING AITeCion/ Preceed Open the Domino
request application
as fellews:

Submit all unprocessed
request if there are on

Approve or clear
requests in ADMIN4.nsf
database

Transfer all requests
out of Admin Requests

Notify the user who
requested that
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SIMINMIE Bagepsiraicion

o |mpoert efiewn certificate
e Sendimglefsignedimarl

o Receving andvalidation efisignedimail; Imper
off certificate

e Sending efiencryptedimail
e [Locall(client side) certificate management
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Qinar imooriet Pl vearielors

o MICrasoit: (VS Windews; PKiland Eertifiication| SENVICES)
o | BMN([pomime; divaeli; FHoest)

o) Entrust

o RSA(KEGNPreductitme)

o Baltimore (noelengerVvisihlelenmarket)

e D2 (no)lenger visible en market)
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Wy usine] SIMIMIE RPlic)ins or Geiiayyeiys

o NorSIMIMESsuppertavalabliennt R4 ClIEn(S

o SIMIME=SUpporteffRSINeEalways geed enougniferall
cases;(intereperaniiny)

o) SMIMEVEinetavarable heiere’ k6

o EEasier (o) supperthecause of centralladministration

e Betierr PKiIVendor ntegration

o Might allew alternate encryption eg PG e SeNe CasES
e Better usability/ to enad users
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STV EENSIETES

o Integration offadditicnalimenuitems and functionalities L

o Adaptationefifthe marftemplaterand persoenialladaress b@(
[emplates

o) Admmistration efcertificates;ana Giieniiecycle
management

o' Uses standard Noetes/[PDominoe mallfreuting
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o rusting thielsecurity el the LLetus NeIES SYsiem as 161ig as
malls;aremsidelof Lefus NeIesTWerd

o) DeES notrequire: Xs0viclientcertificatesimitiie:Noetes; I Difile
o' DOES et require Sra party/plugms

e [DOEES|SOMENMES require:maltemplatelchiangesiand acts
[Ikea new: Security: MijA e gateway withycentral
administration

o' Allews centrallarchiving;, compliance checking andfantivirus
checking

e Newien the market e.q. Entrust EMS
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Siorre aeleljtjonzl groefijeis
o) AssureMall Entergrty (I2rexy) e SafeGuard Sign&Crypt,
) Entrust/Express, Entriust Utimaco

e Entrust EMS Gateway; Entrust e TrustedMIME, SSE
e Mailsecure; Baltimore e Tumbleweed Messaging

o) Mallprotect; BEE /B Deutschland
o) Multisec Mall; CoCanet
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REVAIIECHICAINSSITESAWIHIRSTVIIVIE

o Boundany/funclons (@ntvirus; content scannings sﬂdt!w,
compliancewatchrand policy enfercement)

o Currentieatures e emartclients arelimited inregards
Loy secure mar supperi(SIMIMEVZvE; EGE, multiple
Eertificates;and usanriiy)

o Certiffcate import andiife cycleManagementin emarl
clients; (Key hrstery, Certificate extensions)

e Integration with ether; PKIIproducts
e Intereperanility,
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s User acceptance andieducation el emal
clients withrsecurenmarl

s DElegation elisecure emans net pessikie

e Deployment and stppert of Sl party
Securty plugrins

e Certificate and client seftware distriouLien
fer external Users and custemers

e Certificate Lifecycle Management
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SUTIEAR

o) Avoididepleymentiefi Sl party clientplugrns unless youl-u
really/need tiiem as versionimanagement andiseftware -
distriution| IS Ve diiicult

o Nirustyeurmternallemar Systenm security/as  farnas; youcan
e.g. Notes;PKifuntiifmarfleaves tiietNeies;waorid

e Considertne use of existing anad upecoenmingiheundan
Se|utiens fer externallsecure emall(BZ2Bfand B2E) (6 ease
and/speedup depleyment

e Considerthe use of ,.proxy certificates msteadof iUl el ewn
certificates for the use with secure email clients; ATproxy
cert.can anly e 'sued for; the purpese ofi Secure emallfand
can e haested by a gateway. 1ihis;would alse alleweasy,
Keyescrow o archiving and scanning|efisecure email:
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Najarancas

o) Securelviessading

& AR/ WWWE
106 pmM.com/deVelepEWorKS/IGLUS/Iarany/securemessadi
no/#HDABIEQB

e LLotus Security Redhnek

& tpH/WwwwiredneeKks:hm.com/albstracts/sg24v 01 v html 2@
PEN

o Policy-hased/system administration
& nttp:d//www-10:etus.com/ldd/teday.nsi/lLeekup/palicy,
e Domine CA & CPS

& At/ www-
10/etus.com/lda/teday.nsii0/d36464c17iea0h 200256641
0049d8d520penboecument

& AtpH/Www:
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e [P103'Upgradingte) IBMILetus Notes andiDomine 7-0/(R1)
¢ Dolphmiseutnern VAV 413
m Monday 1500 = 2:00/pm
e ID103'Upgrading te) IBMILLetus Notesrand bDemine) 7-0(R2)
¢ DolphmiNertnemn: A 782
m\Vednesday4:15— 515 pm
o) |D118; Secure lnternet: MailfwithyNetes/bomine 7/ viai SIMIME
¢ Dolphm Seutiernills 410
M uesday 4:15—5:15pm
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